Federated Learning — Privacy by Design
"Your data never leaves your device.”

Pierre Burghardt -
=

.A..} il

gFe L g ]i k\]ll”!
| uJHlel |\'

Design IT.
Create Knowledge.

www.hpi.de

Hasso
Plattner
Institut

Digital Engineering * Universitdt Potsdam




Imagine...

... hew rare brain tumor.

... early detectable via brain MRI.

... a trained AI model could save Millions of lives.

Design IT. Create Knowledge.






Would you trust a centralized Al Server to use your data?

Design IT. Create Knowledge.



Federated Learning — Your data never leaves your device ﬂ
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Federated Learning — Your data never leaves your device ﬂ

Privacy Collaboration Data Minimization Scalability
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Would you consider this system private?

Design IT. Create Knowledge.
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A Threat Within The System

ﬁonest-But-CuriouA / Malicious Client \

Server
Aggregates the updates Actively injects malicious
exactly as instructed, but gradients, alters the global
silently logs every incoming model to force clients to
gradient to see what it can leak their data
extract

. J L /
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Under the Hood: Gradient Updates

e What is a gradient?
o Multi dimensional vector matrix that represents the directions and rate of change of

parameters/ weights during training (here at step t, client i):

Ol(F(x z’,W y i
VW, = (F( téW t),Yt,i)
t

e Traditional assumption:

Gradients are abstract derivatives representing highly compressed information
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Can an update be reversed? The Curious Server (DLG Attack) ﬂ

e "We show that it is possible to obtain private training data from publicly shared gradients... we

name this type of privacy breach as gradient deep leakage.” (Zhu et al., 2019) [3]

e Deep Leakage from Gradients (Zhu et al. 2019) [3]
o It became possible.

e IDLG (Zhao et al. 2020) [4]
o It became better / more reliable.

e Inverting Gradients (Geiping et al. 2020) [5]

o It became a threat.
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Deep Leakage from Gradients

Normal Participant

Differentiable Model
F(x, W)
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Deep Leakage from Gradients
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Deep Leakage from Gradients
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Deep Leakage from Gradients
Zhu et al. 2019 [3]

Initial

Middle Stage

Fully Leaked

Ground Truth g I |

Figure 4: Results of deep leakage of batched data. Though the order may not be the same and there
are more artifact pixels, DLG still produces images very close to the original ones.

e Batch size up to 8, image resolution up to 64x64, unreliable convergence [4]
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Improved Deep Leakage from Gradients (iDLG)
Zhao et al. 2020 [4]

e You don’t need to guess the label! (Softmax, Cross Entropy Loss)

VW, | = (pi — i) - ap—4

L: layer count

a;_,:. Sigmoid or ReLU activation function
p;: predicted probability

SZE one-hot label

- (p; — y;) only negative if i is the true class index

"Hence, we can simply identify the ground-truth label whose corresponding VW;, is negative."

25.06.2026 FuBzeile
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Improved Deep Leakage from Gradients (iDLG)
Zhao et al. 2020 [4]

iter=60 iter=70 iter=80

'l - L, o
ir ke .
o s T - A

iter=80

Sl % bt
) ;«l'»l‘r-;-f

iter=140 iter=150 iter=160 iter=170 iter=180 iter=90 iter=100 iter=110 iter=120 iter=130 iter=140 iter=150 iter=160 iter=170 iter=180
- J!j e ‘j v ‘ ! .
iter=190 iter=200 iter=210 iter=220 iter=230 iter=240 iter=250 iter=260 iter=270 iter=280 iter=190 iter=200 iter=210 iter=220 iter=230 iter=240 iter=250 iter=260 iter=270 iter=280

Figure 2: Example of the training process of DLG (left) and iDLG (right) on LFW face dataset. The first

image is the (original) private training image, and the followings are the extracted images at different training
iterations. It is clear that the training of iDLG is easier to converge.

e Quicker, more reliable

e Needs gradients per sample, no batch

25.06.2026 FuBzeile
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Inverting Gradients ﬂ

Geiping et al. 2020 [5]

e Further improvement (batch sizes of up to 100, higher-resolution images, trained networks)

: (VW', VW)
arg min, g 1 (1 ~ VWV + aTV(z')

- Minimize a magnitude-invariant loss based on Cosine Similarity + a Total Variation Regularizer

TV (z) = ) |@is1; — Tig| + @i 501 — @i

0,J

- Produce natural image rather than random static; smooth regions with only few edges
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Inverting Gradients

for a ResNet32-10. Shown are thg 5 most recognizable images ffrom the whole batch. Although

most images are unrecognizable, privacy 1s broken even 1n a large-batch setting. We refer to the
supplementary material for all images.
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Counter Measures?

Design IT. Create Knowledge.



Heuristic Measures

Large Batch Size

Gradient Pruning

Dropout

25.06.2026 FuBzeile

... just speedbumps or useless training

[11,[3], [4],15]
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Secure Aggregation

e Goal: Let server never see individual updates

(Noise)
Clients add structured,
zero-sum random noise
their gradients

- communication setup

\_

/Zero Sum Masking\

to

/
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Homomorphic
Encryption (HE)

Allows mathematical
operations directly on
encrypted data

- High computation and

~

communication overhead

\_

/Trusted Execution\

Environment (TEE)

Client data is decrypted and
aggregated or shuffled in a
secure, hardware-isolated

enclave

/

\_ /

[11,[7]
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GAN-based leakage (Model Inversion +)

Adversary A Parameter Server PS Vietim V
Copy new parameters to D & A downloads 0, parameters from PS V downloads 0, parameters from PS ‘ I
Copy new parameters A A
to Model : !
A uploads i 'V uploads @_
.................... gradients to PS ' gradients to PS
. I

- data label :
. . 1
. N I
lél l [C] E :
. o N I
: : 1

A performs his Training V performs her Training
phase on Model | phase on Model,,
Adversary's training phase Victim's training phase
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Differential Privacy (DP)

e Goal: Introduce uncertainty, mask the contribution of the individual users

e Provides mathematical guarantees about the privacy of the data

Given D and D’ two adjacent datasets, a randomized Algorithm A
wants to approach A(D) = A(D’), so make it similar

Specifically, their probability distributions should be related by ¢

Record Level DP Central DP
P(A(D)) _

Client Level DP p(A(Df)) =€ Local DP

e of O is absolute privacy, big € relaxes mathematical guarantee

25.06.2026 FuBzeile [1]1[7]1[8]
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Tradeoffs

e No single defense solves everything.
o DP noise prevents inference attacks, but server still receives raw noisy gradients
o SecAgg encrypts updates but does not hide individual records/ clients

e Privacy comes at the cost of accuracy, computation and communication

e Balancing privacy and utility is hard and needs threat model assumptions

25.06.2026 FuBzeile
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Federated Learning — Privacy by Design?
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Would you deploy FL in the hospitals / give your data?

Should FL be discarded as a privacy preserving
architecture or keep the label?

How would you manage the trade-off between
privacy and utility in systems like this? What if it
would be a global deadly pandemic?

Design IT. Create Knowledge.



Verdict

e "Data stays local” does not automatically mean “data stays private”

e FL changes the privacy problem, it does not erase it

e FL is not a standalone security protocol, it is merely the outer skin of a Privacy Onion

e FL reduces the need to centralize sensitive data, it can improve scalability and data usage

e FL might not be an architecture concerning privacy at all, but scalability and data acquisition

e In a realistic setting, FL needs to make and tackle many threat and system assumptions
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Further Image References

Brain MRI.:
https://warum-smartgrid.de/brain-imaging-examples-brain-mri-how-to-read-mri-brain-scan/

Doctor:
https://www.magnific.com/premium-photo/friendly-male-doctor-with-open-hand-ready-

hugging _45218006.htm

Icons:

https://www.flaticon.com/
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