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Abstract Despite extensive efforts, smaller companies and organisations often fail
to be GDPR compliant. GDPR demands that the data subject’s information is avail-
able to the data subject in a simple and structured way. One option to provide the
data with additional benefits is issuing verifiable credentials (VCs) following the
W3C standard and, thus, introducing the data provider as an issuer into a Self-
Sovereign Identity (SSI) system. We show that this can be achieved with limited
overhead by introducing a middleware component, which is only loosely coupled
with the existing ecosystem. To enhance user acceptance, we define our design goals
as usability, security, and privacy, which we manage to achieve partially. During our
work, we identified several challenges, such as revocation, verifiability of verifiers,
and legal regulations, which provide options for future research in developing Self-
Sovereign Identity solutions towards real-world applicability.
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1 Introduction

Since May 2018, the General Data Protection Regulation (GDPR) has been binding
for all European Union member states. It requires businesses with customers within
the European Union to process data in a secure, transparent and accountable way.
However, according to [7], roughly half of the asked small businesses are not yet
GDPR compliant despite investing heavily in compliance. In contrast, big compa-
nies such as google already provide specialised tools to enable customers to create
a (data) takeout, which is a downloadable package of the user’s data. Two central
points within GDPR are Article 15 Right of access by the data subject and Arti-
cle 20 Right to data portability. The right of access by the data subject requires
organisations to make user data available to the data subject after authentication.
The right to data portability goes further and requires organisations to provide the
data in a “structured, commonly used and machine-readable format” [5]. We sug-
gest enhancing GDPR compliance by providing a data takeout in a verifiable for-
mat, which grants data subjects the additional benefit of being reusable within the
Self-Sovereign Identity (SSI) system. Verifiable credentials (VCs) are beneficial as
learner records, health data, e.g. vaccination certificates or customer data, although
they require more caution from a data privacy perspective.

Self-Sovereign Identity (SSI) is a design principle that emphasises the user’s con-
trol over their data. It is at the stage where a minimum user base still needs to be es-
tablished [9]. In addition to establishing a standard, as currently done by the W3C!,
it is crucial to enable individuals and organisations to participate in the system with
minimal friction. Besides raising the number of credential holders and verifiers, also
called relying parties, the number of credential issuers within the system also needs
to rise. According to Schmidt et al. [19], in 2021, only 11 out of 147 investigated
projects were classified as issuers. Consequently, we will answer the question:

RQ: How to enable a service provider to become an issuer in an SSI system and,
thus, integrate an SSI system with an existing ecosystem with minimal friction?

Organisations already have an infrastructure for identity and customer information
management, and these existing data sources are the logical starting point for a
potential credential issuance process. For this purpose, we present an approach util-
ising existing identity and customer information management systems (as shown in
figure 1) for issuing VCs, lowering the barrier of entry for issuers to SSI ecosystems.

Self-Sovereign Identity (SSI), as stated above, is a design goal for an identity man-
agement system giving the credential holder full control over their digital iden-
tity [13]. However, SSI often refers to concrete implementations that usually rely
on blockchain and only partially fulfil the design goals at best. These self-claimed
SSI systems differ from what we mean when referring to an SSI system.

An SSI system consists of three actors: issuer, relying party and credential holder.
The credential holder owns credentials containing claims about them or entities re-
lated to them. The credential holder receives or retrieves credentials from an issuer,

U https://www.w3.org/TR/vc-data-model/
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Fig. 1 System Overview

who signs the claim. The holder bakes one or more credentials into a credential
presentation and presents the presentation to a relying party, which verifies all sig-
natures and looks up the current status of the entities in a trusted data registry.

Due to the primary purpose of the relying party, it is called a verifier in particular
contexts. We will use both terms interchangeably to emphasise either the role within
the system or the protocol carried out. We will use the term customer for individuals
who have an established relationship with an organisation but have yet to become
actors within the SSI system. Additionally, we will use the term user to refer to any
participant of an SSI system regardless of its specific role.

Customer Information Management is necessary for all services, especially those
available online, allowing customers to access their data via a login-protected web-
site. This can be access to a bank account, the last eCommerce order or learning
achievements at a learning platform. These service providers have in common that
they store data in their database and run a web server connected to their database
and an identity provider, which checks access control. Most use the same commu-
nication standards: oAuth 2.0 is the standard for federated identity management,
meaning it is used for signing in with Facebook, Google or Twitter on another web
page. Access to the data is provided via a RESTful API, although many are not
publicly available but restricted to the company’s network.

Our Contribution To enable organisations to offer SSI credentials to their cus-
tomers and enhance their GDPR compliance, we propose a new scheme to enable
users and organisations to transform existing data into SSI credentials. As described
above, identity management systems already have a harmonised landscape for ac-
cessing user profiles. In our proof of concept, we show the viability of using OIDC
to enable organisations as credential issuers easily. We restrict assumptions about
the SSI system and the organisation’s infrastructure to a minimum (section 3.2) to
offer a solution as generic as possible in compliance with our defined design goals
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(section 3.1). We describe our reference implementation to ensure the feasibility of
our suggestion (section 3.3) and assess our solution against our design goals while
pointing out its limitations (section 4).

2 Related Work

In general, research interest in Self-Sovereign Identity steadily increased in recent
years from 5 papers in 2018 to 37 in 2021, according to Schardong et al. [18]. Ad-
ditionally, Schardong et al. [18] provide a taxonomy to classify practical problems
discussed in the literature. The work of Griiner et al. [9] is classified as protocol
integration, identity derivation and trust policy evaluation. Griiner et al. [9] tackle
the problem of achieving a minimal user base in Self-Sovereign Identity. Thus, hav-
ing a similar focus as our work but considering it from a different angle. While our
solution strives to include an organisation with existing data as an issuer, Griiner et
al. enable an organisation as a verifier. In terms of classical identity management,
we can say that Griiner et al. developed a solution for federated identity verification,
while our solution describes federated identity issuance.

Regarding the taxonomy developed by Schardong et al. [18], our solution would
also fit into the category of protocol integration. However, from the eight papers in
this category, only Jurado et al. [12] consider integrating an existing data provider
as an issuer into the SSI ecosystem, while the other seven paper work on enabling
service providers as SSI verifiers by enabling authentication with SSI. Jurado et al.
[12] are firmly set in the European Health Insurance Card (EHIC) use case and its
integration with eIDAS. Thus, their solution contains more details than ours and
considers issuer and verifier integration simultaneously, as well as the underlying
trust framework. In contrast, our solution makes fewer assumptions on the existing
infrastructure and tries to provide a more flexible model focused on only issuer
integration.

The survey of Schardong et al. [18] covers nearly all of the relevant literature
since it was published in August 2022. The existence of two more research papers
[11], [1] advancing the research on SSI integration, also published last summer and
thus not considered within the survey, emphasises computer scientists’ current in-
terest in the topic.

Kuperberg et al. [11] provide a state-of-the-art survey about bridging the gap
between SSI and traditional IAM systems. Most of the over 40 SSI solutions were
excluded since they were not concerned with integration. The remaining sources
were either concerned with authentication via SSI by enabling the identity provider
(Pattern A) or translating VCs into the OIDC protocol (Pattern B and C).

Bolgouras et al. integrated the FIDO protocol and the eIDAS framework into
an SSI framework to allow for authentication using FIDO and verification across
countries [1], extending authentication options for SSI solutions.
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3 Proof of Concept

To show the feasibility of our idea, we developed a proof of concept enabling a
MOOC provider to issue verifiable credentials (VCs). Since we strive to achieve
flexibility and broaden user acceptance, we defined our design goals accordingly
and restricted assumptions to the necessary minimum.

3.1 Design Goals

Usability Our overall goal is to provide a solution allowing users to retrieve their
existing data as a VC. Since we aim for a wider adoption of SSI and most users are
reluctant to change, usability is deemed crucial. While this topic is typically viewed
from the credential holder’s perspective, we focus on the issuer instead. While the
holder requesting the VC needs an intuitive way of performing the request, stor-
ing received credentials and managing them securely, this is a topic for a separate
research project. As we aim to increase the number of active issuers, the admin-
istrators in charge of the organisation’s network require a service which is easy to
integrate and maintain.

DG 1: Integration with an existing network shall be frictionless.

Privacy and Security Using SSI as an individual (credential holder) is a means to
gain more control over one’s data and thus protect one’s privacy. Otherwise, fed-
erated identity management with single sign-on would be a better solution since it
is a mature system providing good usability in general. With SSI, the responsibil-
ity for the security and privacy of the data is shifted from a trusted third party to
the individual user, the credential holder. Thus, it is necessary to design a system
which guides the user and minimises the options for bad choices, such as publishing
private keys.

DG 2: The proof of concept architecture shall follow the security-by-design prin-
ciple.
DG 3: To ensure the holder’s privacy, they shall have full control over their data.

3.2 Assumptions and Design Decisions

For the proof of concept, we decided to utilise a micro-service architecture, keep-
ing the integration efforts minimal and allowing the replacement of components
with any potentially already existing systems of the implementing organisation later
on [10]. Modularisation also allows us to build connectors more easily with the
organisation’s existing infrastructure. The key goal of the proof of concept is to de-
velop approaches to integrate existing systems and processes. For this purpose, we
took the following assumptions about the organisations:
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AS 1: Customers (potential credential holders) are already known to the organi-
sation and are managed in a user database.

AS 2: Authentication is realised via OpenIDConnect? (OIDC).

AS 3: Customer data is accessible through a well-defined API.

3.3 Architecture

We developed a service that enables customers to receive two types of credentials.
A high level overview can be seen in figure 2. On the one hand, the new credential
holder can receive so-called identity credentials, encapsulating their base user pro-
file data such as name, birth date or other personally identifiable information (PII).
Additionally, we integrated an example of customer data accessible through an API,
in our case learning achievement data of openHPI®.

Our Middleware openHPI

Request a valid authentication token
for a user authenticated via OIDC

post /authenticate with uid

< Request all enrolled courses for the user >

get /my_courses

< Request achievements for each course >

get /my_courses{id }/achievements

Y

Y

Y

Fig. 2 Retrieving Customer Data From openHPI

The basic functionalities needed for issuing and verifying VCs of arbitrary con-
tent are core services in every such deployment. Therefore, the interfaces of these

2 OpenIDConnect is a widely used extension of the oAuth 2.0 protocol.
3 open.hpi.de
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services are already standardised by the VC-API working group*. We have imple-
mented these basic building blocks compliant with the standard. As we have utilised
a micro-service architecture, we have a separate service (issuer middleware) for in-
teracting with the credential holder and handling customer data from other services.
The issuer middleware will use two data sources for our proof of concept: an identity
provider and the openHPI system.

Identity Provider Identity management protocols have converged towards a few
established ones. Especially on the web, OIDC has emerged as the prevailing so-
lution for federated identity management. However, these identity providers cannot
issue VCs necessary for customers to participate in the SSI ecosystem. In our proof
of concept, we utilise Keycloak® as an example of a popular identity provider that
supports OIDC, SAML and other identity management protocols. The user database
of Keycloak was filled with test data, mimicking the user management of an organ-
isation. However, in a real-world deployment, this process would be defined by the
organisation’s onboarding process. Long-standing onboarding procedures might re-
quire in-person contact to fulfil specific bureaucratic needs and can be implemented
upstream. In the end, user data will be put into a database and integrated with an
identity provider.

openHPI API While interacting with identity management data has been relatively
homogenised through standard protocols such as OIDC, customer data is much more
diverse, and the same kind of overarching protocol rarely exists. Each use case and
organisation has its own APIs exposing user-relevant data. As an example of inte-
grating this kind of data source, we have integrated openHPI, an open online learn-
ing platform. From this platform, we can retrieve information on enrolled courses,
details of these courses and, most importantly, for the issuance of verifiable creden-
tials, the learning achievements earned by the learner. The learner, in our setting, is
the customer and, as such, the credential holder of the SSI system.

Initially, we utilise the user ID of the learner, which we have previously obtained
through single sign-on with the identity provider, to receive a valid authentication
token. The token can be used to request all enrolled courses for the learner. The
course data is then enriched with further details from the general course API so that
a visual choice of available courses can be presented to the learner. With a further
request, the achievement for each course can be retrieved, which is then available
for the learner to select.

Credential Holder Flow The process of receiving a VC from an established data
source is described in figure 3. When requesting an identity credential or a VC from
the data sources, the credential holder visits the frontend of our middleware. Here
they need to authenticate themselves using the Keycloak identity provider. Once
they have successfully done so, their profile is available to the middleware. The cre-
dential holder is presented with the possible data to export using the retrieved profile.
After selecting the desired attributes, the VC issuance process itself is started. Once

4 w3c-ccg.github.io/ve-api/
5 keycloak.org
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the middleware has issued the VC using the Issuer Service, it is sent to the credential
holder for storing in a wallet.

Wallet User Our MiddlewareldentitydProvider  Database
Login
_ Authentication g
777777777777777777777777 )
‘ 77777777
Get User Data o
( 777777777777777777
_ Present
Request VC
Proof DID Ownership
fffffffffffffffffffffff )
1 Create VC
___SendVC_ ___|
___ Store

Fig. 3 Sequence Diagram: Data Flow

4 Discussion and Improvements

As discussed below, we achieved our design goals as far as practicable in our re-
stricted proof of concept setting. Although our work is a reasonable first step towards
federated identity issuance in SSI, we identified additional technical and conceptual
challenges, providing options for further research.

4.1 Implementation of Design Goals

Usability Following the argumentation of Venters et al. [21], usability is a require-
ment for sustainable software. In the sense of Venters et al. [20], sustainable soft-
ware is software capable of being maintained and, thus, continues to exist. From a
software architecture standpoint, separation of concerns is required ([21], [6]), an
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idea describing the modularisation of software. Software is broken into modules ac-
cording to their functionality and with well-defined interfaces between the modules.

Consequently, the focus on modularisation of our solution by introducing an ad-
ditional middleware improves sustainability and, thus, usability. The existing or-
ganisation’s infrastructure does not need an extension but rather an additional con-
figuration. Fewer changes to the software require less testing, documentation, and
verification during the implementation and set-up phase, limiting cost and effort for
a potential new issuer compared to a system extension.

Security Our solution’s security heavily depends on the organisation’s network se-
curity. Optimally, the API towards the database allows exactly one necessary re-
quest, which fetches the data of the currently logged-in customer. Further, our solu-
tion uses only the standard functionality of the identity provider. Thus, the damage
that can be done to the organisation’s network if our solution is corrupted is limited
to stealing the data of customers whose key material has been compromised.

A bigger problem is the access to the organisation’s signing key. If our solution
gets compromised, so is the signing key. Consequently, revocation of all certificates
issued after the attack is crucial.

Privacy As shown in figure 3, no additional data is added directly to the organ-
isation. However, the organisation can collect metadata about the customer with
every request sent, but the same holds true if the customer requests data via the
organisation’s website. Thus, we consider the customer’s privacy risk towards the
organisation a minor one for our use case.

Additionally, the VC holds a risk for the holder’s privacy since the available data
is now verifiable, making it more valuable to data collectors and thieves. If the data
is not verifiable, many customers give false information to protect their privacy [16].
Again this holds true for all certifications in general, and thus SSI systems in partic-
ular. Credential holders need to be educated on the value of data and how to protect
it. As a first step, our system provides a technical solution for enabling the individual
toward data protection. In traditional systems, the content of a credential is entirely
under the issuer’s control. In contrast to the traditional system, the credential holder
chooses which data to combine into a VC in our solution. Thus, they can leave out
critical data they do not want to disclose from the beginning or request different
Vs for different purposes.

4.2 Known Limitations

Our proposed solution is a proof of concept and will need adaptions before it is
deployable for real-world applications. Some of the identified shortcomings, such
as revocation and credential management, are technical and can be solved on an
individual project level. Others, such as semantics standardisation and legal regula-
tions, require a broader approach pushed forward by official institutions. Verifiability
of verifiers can be seen as an in-between since it is possible to solve for an individ-
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ual project. At the same time, an overarching approach would be more efficient and
favourable in terms of interoperability.

Revocation As seen in section 4.1, revocation is a necessary feature to mitigate the
threat of a compromised signing key. Revocation is still an open research field in
cryptography ([22], [8], [4]) as well as in SSI ([14], [3]), with many possible solu-
tions known. They all have advantages and drawbacks, often regarding performance
versus privacy concerns. Thus, a general recommendation cannot be given.

Credential Management As control is shifted from the issuer to the credential
holder, so is responsibility. A credential holder has to manage key material and
backups for secure and privacy-preserving usage of an SSI system. Therefore wal-
lets are employed. Despite their increased popularity in recent years, wallets are
still in an early stage and need to improve, especially in usability and interoperabil-
ity [17]. At the time of writing, the W3C Universal Wallet specification is still in
a draft state®. One of the more mature solutions is the DCC’s Learner Credential
Wallet”. However, the Learner Credential Wallet focuses on the academic credential
use case, and consequently, it is not sufficient for all use cases.

Verifiable Verifiers Following the principles of SSI, it is favourable that verifiers
or relying parties requesting data from a credential holder authenticate themselves
to the credential holder. The relying party’s authentication would empower creden-
tial holders to make informed decisions about with whom they share which data.
Consequently, a complete infrastructure to manage public keys, establish trust in
relying parties and supervise, which attributes a relying party can request, would be
required.

Semantics Standardisation The claims in a VC are stored in a JSON® or JSON-
LD? file. The content of a JSON can be automatically validated with the help of
schemas!?, while JSON-LD offers less flexibility but semantic interoperability. Dif-
ferent fields are working on schemas fitting their needs, such as the ELMO-xml
format in the Education sector. However, most standardisation activities are still in
a draft state.

Legal Regulations The usefulness of digital certificates is foremost dependent on
laws and regulations, despite the topic not being widely recognised in research.
However, Brown [2] described the possible advantages of digital signatures over
handwritten signatures in 1993. According to [2], digital signatures provide a higher
level of assurance and can supplement or even surpass the analogue form if they get
legally recognised. Pattiyanon and Aoki [15] performed a systematic review of laws,
regulations and standards applicable to SSI in general, excluding domain-specific
regulations. Within the 28 sources identified, 8 were only applicable on a national

6 https://w3id.org/wallet

7 https://github.com/digitalcredentials/learner-credential-wallet
8 https://www.json.org/

9 https://json-1d.org/

10 https://w3c-ccg.github.io/ve-json-schemas/
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level, fragmenting the legal landscape further. The eIDAS regulation has tried to
lay down a common legal ground for digital signatures within the EU over the past
years. However, the acceptance of digital signatures is only increasing slowly. Still,
the increase is an accomplishment, improving the situation from a fragmented inter-
national regulation landscape in Europe towards a more homogeneous acceptance.

5 Conclusion

We presented a proof of concept for integrating an organisation into the SSI ecosys-
tem as a credential issuer, which can be a building block for achieving a minimum
user base for SSI systems. We tested our solution by integrating it with a MOOC
platform.

However, additional real-world integration projects are necessary to solve the
technical known limitations 4.2 and identify further challenges when integrating
existing infrastructure with SSI. The presented proof of concept can encourage or-
ganisations to put SSI to the test with limited risk since our solution is only loosely
coupled with the existing organisations’ infrastructure and evaluate whether being
an SSI credential issuer provides additional value for them and their customers.
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