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Driver verification

e Exhaustive verification has become feasible for
small software systems, such as device drivers
* Concurrency, state space explosion
e Abstraction of the C programming language needed

* What aspects of real world programs can be
proven correct and how?

* Ball, Thomas, Vladimir Levin, and Sriram K. Rajamani. "A decade of software model checking with SLAM."
Communications of the ACM 54.7 (2011): 68-76.

» Witkowski, Thomas, et al. "Model checking concurrent linux device drivers." Proceedings of the twenty-second IEEE/ACM
international conference on Automated software engineering. ACM, 2007.

* Henzinger, Thomas A., et al. "Software verification with BLAST." Model Checking Software. Springer Berlin Heidelberg,
2003. 235-239.
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Proactive recovery and software rejuvenation

* Software aging: progressive degradation of a
running system
 Due to resource exhaustion
* Due to fragmentation
 Due to error accumulation

* Proactive approaches: health monitoring, restart,
reboot, ...

 How can aging-related failures be prevented?

* Huang, Yennun, et al. "Software rejuvenation: Analysis, module and applications." Fault-Tolerant Computing,
1995. FTCS-25. Digest of Papers., Twenty-Fifth International Symposium on. IEEE, 1995.

» Cotroneo, Domenico, et al. "Software aging analysis of the linux operating system." Software Reliability
Engineering (ISSRE), 2010 IEEE 21st International Symposium on. IEEE, 2010.

* Silva, Luis Moura, et al. "Using virtualization to improve software rejuvenation.” Network Computing and
Applications, 2007. NCA 2007. Sixth IEEE International Symposium on. IEEE, 2007.
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Fault tolerance with microkernels

» Operating system reliability still a major issue

* Microkernels can enhance dependability by
* A smaller and therefore less faulty kernel
» Shorter error propagation
» Easy and fast restart of failed servers

* What are the trade-offs when using
microkernel architectures for fault tolerance?

* Salles, Frédeéric, Jean Arlat, and Jean-Charles Fabre. "Can we rely on COTS microkernels for building fault-tolerant systems?." Distributed
Computing Systems, 1997., Proceedings of the Sixth IEEE Computer Society Workshop on Future Trends of. IEEE, 1997.

* Herder, Jorrit N., et al. "MINIX 3: A highly reliable, self-repairing operating system." ACM SIGOPS Operating Systems Review 40.3 (2006).

* Doébel, Bjorn, and Hermann Hdrtig. "Who watches the watchmen? protecting operating system reliability mechanisms." Presented as
part of the Eighth Workshop on Hot Topics in System Dependability. 2012.

* CapROS: The Capability-based Reliable Operating System http.//www.capros.orqg/
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Byzantine fault tolerance (BFT) in practice

e Byzantine fault model: faulty nodes may
present different results to different observers

e Reaching consensus is hard, theoretically
complex

* How is BFT implemented in modern real-world
middleware?

* Vukoli¢, Marko. "The Byzantine empire in the intercloud.” ACM SIGACT News 41.3 (2010): 105-111.
* UpRight library https://code.qoogle.com/archive/p/upright/

* Bessani, Alysson Neves, et al. "DepSpace: a Byzantine fault-tolerant coordination service." ACM SIGOPS
Operating Systems Review. Vol. 42. No. 4. ACM, 2008.

* Mickens, James “The Saddest Moment.” https://www.usenix.org/publications/login-logout/may-

2013/saddest-moment
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Case studies / post mortems

* Distributed systems fail in complex ways
* DevOps as an increasingly hard challenge

* How well do fault tolerance mechanisms work
in practice?
How does monitoring and recovery work?

* CSC outage post-mortem https://csc.fi/web/blog/post/-/blogs/the-largest-unplanned-outage-in-years-and-
how-we-survived-it

* An OpenStack Crime Story https://blog.codecentric.de/en/2014/09/openstack-crime-story-solved-tcpdump-
sysdig-iostat-episode-1/

» Azure downtime due to leapday bug https://azure.microsoft.com/de-de/blog/summary-of-windows-azure-
service-disruption-on-feb-29th-2012/

* ... https://Failure.wiki
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Dependable Tandem systems

* Fault tolerant server systems since the 70s o I

* Fail fast design pattern l —E ? :

» Redundancy at every layer in HW and SW  [T—5—— :,; =1

* What can we learn from early fault tolerant —iT I_]'-.':—Ef: e
operating systems? i AL | e | omrazus

* Bartlett, Joel, Jim Gray, and Bob Horst. "Fault tolerance in tandem computer systems." The Evolution of
Fault-Tolerant Computing. Springer Vienna, 1987. 55-76.

* Bartlett, Wendy, and Lisa Spainhower. "Commercial fault tolerance: A tale of two systems." Dependable
and Secure Computing, IEEE Transactions on 1.1 (2004): 87-96.

* Lee, Inhwan, and Ravishankar K. lyer. "Faults, symptoms, and software fault tolerance in the tandem
guardian90 operating system." Fault-Tolerant Computing, 1993. FTCS-23.



