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Research Question

How can the configuration via storage cards of embedded devices be E
automated?

Or: How would you automate a “power off, flash, power on, test, repeat
cycle for a single-board computer without PXE, UART, etc.?

e especially for hybrid testbeds
o e.g., proprietary hardware in the HPI 10T lab

e remove need for physical access

NetSD
Valentin Schroter

Arne Boockmeyer
Lukas Pirl

o e.g., “lights out lab”, online teaching, etc.

Chart 2
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Use case for networked SD cards: Hybrid testbeds ﬂ e

Institut

Device under Test

.F
axle counter

111 Remote access for
application

purposes
mandatory for
automated testbeds

Remote access for
system configuration?

IP configuration

Application NetSD
configuration o Valentin Schroter
easy reconfiguration is Arne Boockmeyer
Interface (RaSTA) mostly not supported Lukas Pirl
configuration
Chart 4

Block storage with device
configuration



Objective of NetSD
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embedded system, device
under test, etc.

expand functionality of existing system
without modifying the system itself

Remote access

—

Storage

NetSD
Valentin Schroter

Arne Boockmeyer
Lukas Pirl

Interface

Chart 5



System Overview
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NetSD
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System Overview: Evaluation Board
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NetSD

Valentin Schréter
Arne Boockmeyer
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Shared Access to SD Card ﬂ Eﬂ.ﬁﬁer

Institut

relocate physical SD card

Explicit control of access to
SD with analog switches T A+ .
(MOSFETS) ; extension ; I at:::s
“““ AN ] —e .
— . T |
g,
0 /
-1
& ] t
device 0 remote
under ‘/ access
..... gateway
NetSD
Valentin Schroter
Arne Boockmeyer
Lukas Pirl
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Switch Technology
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SD

device remote
under access
test gateway
1]

- J Relays — ease of design
— certainty of electr. separatio

— slow control speed
— energy consumption
— big component size

— fast control speed

— decrease of signal voltage

B Transistor ., small component size — complex electrical network
E P for bidirectional switch
I D |
| — fast control speed | lectrical network
G MOSFET — no voltage changes — comprex electrical networ |
| . for bidirectional switch
s — small component size |
|
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s1 o Ta_D1
S2 o’(‘

|
: D2
s3 o/l/A I D3
sS4 o’ll/A : | D4
S5 :/ll/‘: I : : D5
S6 o/ll/A: — — D6
|
S7 c/lI/A; — —— D7
RN
$8 Q0| AT T QD8
] I N IO
INPUT SHIFT
REGISTER - DOUT

B -

SCLK DIN SYNC




Physical Relocation of SD Card

SD extension cable
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DAT2
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CMD
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DAT1
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normal SD adapted signal lines
: : for improved transmission
signal lines .
over extension cable NetSD
Valentin Schroter
Arne Boockmeyer
— adjacent signal lines can — adjacent signal lines do not Lukas Pirl
influence each other influence each other

Chart 11
(crosstalk) (relevant for higher frequencies)



Hardware Evaluation
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device under
test

analog switches

extension cable

signal degradation?

relocate physical SD card

sD
extension

_________

shared
access
part

NetSD

Valentin Schréter
Arne Boockmeyer
Lukas Pirl
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Access Throughput Evaluation
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System Overview - data speed comparison
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System Overview - data speed comparison Slass0

Plattner
Institut
relocate physical SD card
E sD E T shared
E\ extension E I a;t::s
RN K —. .
I H
U e e |
1 mhh
to device to device
under test @ under test @
With implicit With explicit
pull-up resistors pull-up resistors
from host device on NetSD NetSD
Valentin Schroter
Arne Boockmeyer
Lukas Pirl
Chart 15




System Overview - Hardware Quality
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to device
under test

With implicit
pull-up resistors
from host device

no explicit
pull-up resistors

— 1.8 Volt

for UHS mode and
fast read speed

to device
under test

With explicit
pull-up resistors
on NetSD

explicit
pull-up resistors

— 3.3 Volt

for reliable write
transmissions

Future Work: allowing both modes simultaneously with host sensitive adaption

relocate physical SD card

sD
extension

_________

shared
access
part

NetSD

Valentin Schréter
Arne Boockmeyer
Lukas Pirl
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Remote Access

F_______

I\

remote
> access
part NetSD
Valentin Schroter
I Arne Boockmeyer

Lukas Pirl
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Remote Access Hasso
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relocate physical SD card ¥
Block-level: Network Block Device (NBD) (SD

NBD Protocol (Data Phase): e o JUL [ Soeees

e  card exposed as block —— —I__.\._._.\-_I_ part
device on Linux client : - N
TCP Server e  server waiting for TCP Client I - m ) |
POI’t 10809 commands: I = _ |
— remote
- o Gl ||l

Write at position T part
3454 Iength 45436- I remote access gateway I
10100001100... l NetSD |
—~ Eldtb_-ﬁ_t;_ :;";E;{:v};h_ -

Read at position ‘
3454 length 45436
Ok: kernel module + NetSD
10100001100.... et

ndb-client command line Valentin Schréter
ESP32 tool Arne Boockmeyer
Lukas Pirl
Chart 18

File-level: Web server



Example Process ﬂ Eﬂﬁﬁer
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relocate physical SD card

"I”" shared
\\\[///

Block-level remote access with NBD

Connect to NBD Change : >—-|- 1= -
a4 configuration on
device under test =

server on NetSD

Switch on the
device and test the
new config

Valentin Schréter
Arne Boockmeyer
Lukas Pirl

change configuration without physically touching the
block device

Chart 19



System Overview: device under test

device under test

Storage
Interface

Remote
access

—_—

[elocate physical SD card

g extension ' \“”’
_____ Il-l__.\o—o—o\-l

l i.
I sD
I __________
I |
[ el
E B
I o |
device |

remote access gateway
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"

>

L under test 1

NetSD

Eldata bus control line electrical switch

shared
access
part

remote
access
part

NetSD

Valentin Schréter
Arne Boockmeyer
Lukas Pirl
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System Overview: device under test

device under test

expanded functionality of
existing system without
modifying the system itself!

NetSD
THHT

Remote
access

—_—

limitations: fails on parallel access, no concurrent access
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[elocate physical SD card

H 1
1 SD

I | extension
H 1
1

I """ o] l

8

\\|///

—>

device |

remote access gateway

>

>

L under test 1

NetSD

Eldata bus control line electrical switch

shared
access
part

remote
access
part

NetSD

Valentin Schroter
Arne Boockmeyer
Lukas Pirl

Chart 21



Summary: Capabilities and Future Work

General purpose
remote access to Fault Injection
block storage

Concurrent access to
Storage an SD card from
multiplexing for multiple devices
embedded systems

(future work)
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NetSD

Valentin Schréter
Arne Boockmeyer
Lukas Pirl

Chart 22



Future Work - Implementation Strategy ﬂ nansa

Institut

Concurrent access to Exposing proper clock
an SD card from speed info for our

multiple devices device

relocate physical SDcard

sD E HTHILL shared
extension ~ access
! part
111 u
- = | Ej IE remote NetSD
=|m|= A\ V74 €|l - > access i .
— art Valentin Schroter
TIT] 11 P
i Arne Boockmeyer
device remote access gateway ) Lukas Pirl
under test NetSD

Chart 23
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Future Work - Implementation Strategy

Concurrent access to Exposing proper clock
an SD card from speed info for our

multiple devices deivce

relocate physical SD card j
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Networked SD Card

Valentin Schroter,
Tobias Zagorni
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Motivation for a networked SD Card
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embedded system

1111
thihih Config files

Large files

Mass storage

/

How to make
changes or =) by hand :(
read files?

automated testbed

testbed device

Web access

C——

Web access? Networked SD Card

Tobias Zagorni

— Valentin Schroter,

Chart 26
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Hardware: the Remote part

device with
Ethernet/WiFi capabilities

(" )

— simple WiFi connectivity

— sufficient performance

Raspberry Pi

000000000000 HOOOO60O0
V5 GID SD3 D2 GT3 GND G12 G1d SN sP EN 3V3

Networked SD Card

) Valentin Schroter,
ESP32 Tobias Zagorni

Chart 27
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Hardware: the Shared Access part

First idea:
hardwired electrical
connection of both

devices with SD

testbed device

Shortcuts?
Networked SD Card

Problems? Valentin Schroéter,
Rea d/W rite _ o ANARARRRABANEN oo o oo o Tobias Zagorni
conflicts? Different Chart 28

voltage levels? our remote device



Hardware: SD Switch

Better:
Bus Switches controlled by the
ESP for electrical separation

— explicit and exclusive
access to SD

AldASARARANEAN
€ S NS VEQ GEO ZE9 EED SZO 92O

%o

EAE N3 dS NS YED GEO ZE0 EEO 520 929 120 N9 £19205 €05 GO SA
00000 PPPOLOOOOe

our remote device
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Networked SD Card

Valentin Schroter,
Tobias Zagorni
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Hardware Problems: Extension Cable
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Our Cable Commercial Cable

Networked SD Card

Valentin Schroter,
DATO Tobias Zagorni

Chart 30
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Hardware Problems: SD Pull-ups through the Switch ﬂ,’;‘gﬁﬁe,

Institut

Host Device

_ = i [E
(data lines)

Our Board Host Device

Networked SD Card

—_— Valentin Schroter,

O~ EIBIE Tobias Zagorni

(data lines) - Chart 31




Software: Remote Access

First Idea:
REST API to read and write files over HTTP
file system level access using a library on the ESP

> | - HTTP Client

©z
©:
©
©
©
©
©
©
©
©
©
©
©
©
©
©
©
©
Be

Limitations
® (different file systems
® writing complete disk images
® partitions
® intentionally breaking the file system for testing purposes
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Networked SD Card

Valentin Schroter,
Tobias Zagorni

Chart 32



Time for questions
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v

Web
access

—

-

axle counter

CompactFlash
to SD adapter

Extension Cable

Web access

—r9

Block level remote access with NBD

File level remote access with REST-API

Networked SD Card

Valentin Schroter,
Tobias Zagorni

our device

Chart 33



Software

: Block level remote access with NBD

TCP Server
Port 10809
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NBD Protocol (Data Phase):

e card exposed as block
device on Linux client .

e server waiting for TCP Client
commands:

Write at position 3454
length 45436:
10100001100...

Read at position 3454 ‘
length 45436
%}:00001100 kernel module +
ndb-client command line tool

Hasso
Plattner
Institut

Networked SD Card

Valentin Schroter,
Tobias Zagorni
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: : : Hasso
Project timeline Plattner
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|
|
: Paper for TDIS
|
Design of new : Running application with
hardware version : Frauscher axle counter
e fixed technical integrate solution into
problems of first Debugging & Testing of Frauscher axle counter
version
hardware e polish software for
e added debugging and simple usage
configuration options e identify existing problems (done)
e quantify hardware quality & restrictions
e investigate possibilities Networked SD Card

Valentin Schroter,

v
: Tobias Zagorni
et | wa | e | aay
Chart 35



Paper outline

ca. 6
pages

-~

general motivation

Initial situation

& motivation use case: Frauscher

requirements & system overview

Technical

implementation conceptual options

technical difficulties

general purpose usage for emb. dev.

Capabilities of

“real” parallel access to block storage
the system P g

fault injection

unfinished ToDos

possible extensions
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Networked SD Card

Valentin Schroter,
Tobias Zagorni
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Power Connections

Host Device Connections
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Select with Junper f 5¥3 Volatge
‘ of host Shoulg be used for tha it
{enly zutaaie ¥ nost can supaly min. 8.54)

o] T

SV connector 33 Connector

15 pad ribbon cable
<1

8 pin head

GP Power Pins

[HOST3_CMD/01 :
S AS/CS

Mirrored connection for ribban cable.

ESP SD Interface Selector
(Default: native interface,
connect pads for SPI Interface)

1f MIC not workin
SD Power control $D.VOD with MOSFET
=

2 x MIC20@5A contralled by ESP
~ powering the SO with 3v3 from ESP
- powering the SO with Host Voltage

— 122805110t

==

Bus Switches

Mounting 06735 Pull Up & Pull Down
i s Al gl S =
Select with Jumpers L o2
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Ausgangssituation & Ziel

‘ Testbed ‘
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| Web-Zugriff

| Web-Zugriff

y

Speicher-
Interface

[

Testgerat

persistenter Speicher
fur Testkonfiguration

I SD, microSD, CF, etc. I
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Was wurde bisher gemacht? ﬂ Hasso
Verkniipfung ESP32 & SD-Karte & Web-API Plattner

Verknupfung SD-Karte Uber
SPI-Interface

e Anzeigen, Lesen, Schreiben
& Loschen von Dateien
mittels des ESPs

e Funktionen Uber REST-API
bereitgestelit

39



Was wurde bisher gemacht? Hasso
Verkniipfung Host-Gerét & SD-Karte iber Adapter Plattner

Verknupfung SD-Karte mit Host-Gerat
uber Adapter




Was wurde bisher gemacht? ﬂHasso

ESP-Host-Switch e

P2222222222222202 28 exklusiver Zugriff auf die
' SD-Karte durch elekir.
Abkopplung
L 10
L1
—

41



Power Connections

D

BN connecter 443 rennecter

[unlr e i
5V sourea fe avallablat

i
Ol

000000

b b

E

000

°

©00

I OTI T

telH

)

L Lk bbby

it

Booeo

(,

\\

\ ( Host Dewce Connectmns \

HOLT_SELHDST o)

[CERTEE

Salect with .lullgnr\ iF 3¥3 Yolatge
pF host should ba used for thae <l

o
o7 — T ) o 2 et
OCo0C
= fgplp 7
If thara ks DHLY 0 33 sourca, g e
Ftep Up to SN s needed for BusSuitch 5 5
| |
H F-
D
Mounting
1
0 UNT-HOLE,2
GAE UNT-HOLEZ:Z B
EUS_ESP M —] iTE it
efwum HOLE:Z 181 2es

Q’IU UNT-HDOLEZZ

ESP_L[5—

ESP_MIS0»——ol

AIMETHGIMIS 6

BUSESP

%EEI EL 9643 RT

'LED AT
[ED_GF]

HRT
228
RGH
3 GR1

TED EL 954

e
s
ton

“IBus Swtches

ES_ HOET_ S —
HOST1 DA TS —|

FEEG

FIUETHAMTG W
BoTe
B

BEBERE

N

Micro SD Slot

523330 05-T1-GET
L JATn——

i
h —

G, SR
EID>—3
[T B
[FT_AT:

I3

wE0_5L0T
—

#HICR]_S0_G93ATEIERL]

—HO5T5_DATL
——EDA.DATI]
——BlIE_HOST S0

D FHD

BUS_HIFT

Document, Humbery

TITLE: 4? Switch

Hasso
Plattner
Institut

plan

ESP-
Host-
Switch



Was wurde bisher gemacht? Hasso
ESP-Host-Switch e
3 2
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Was wurde bisher gemacht?

ESP-Host-Switch
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NDB Live Demo
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ESP-Funktionalitat

VerknUpfung tber SPI-Interface

Verknupfung Uber natives Interface

Konnektivitat — REST API

Konnektivitat — NDB-Server

Ll L4

Hardware

Prototyp

Prototyp

Verknupfung mit Testbed-Geraten




Hardware

Prototyp — embedded Gerat

(kleiner, spezialisierter, funktionaler)

Software

Einbinden der Funktionalitaten ins
bestehende Testbed / Backend

Integration Energiemanagement
(Ein- und Ausschalten

)

Testen & Validieren aller
Funktionalitaten

Raspberry Pi Pico
SD-Karten-Simulator
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Verknupfungspunkte zur Lehrveranstaltung ﬂ Hasso

Verfugbare Ressourcen & Speichermanagement
e ESP32 — 4 MByte Flash & 320 KByte RAM
o aktuell Flash: 260KB / 4MB (~6%) & RAM: 70KB / 320KB (~22%)

o Programm: hauptsachlich statische Allokation
m kein explizites malloc() etc.
m aber: Verarbeitung Web-Requests — dynamische Allokation
m Prinzip: direkte Verarbeitung Requests & Freigabe Speicher

m Arbeitsspeicher begrenzt Verarbeitung grof3erer Pakete

50



Verknupfungspunkte zur Lehrveranstaltung Hasso
rlat'gner
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Performance & Task-Management

e ESP32 —- 160MHz Dual Core

o Aufgabe: Web-Requests verarbeiten und SD-Karte lesen/schreiben
— Performance vollkommen ausreichend

o Echtzeitbetriebssystem FreeRTOS, aber wir nutzen die Funktionen
davon nicht direkt

o keine direkten Echtzeitanforderungen:
m stark aperiodische Tasks, laufen alle im selben Prozess
m keine direkten Deadlines

e GPIO-Frequenz (im Allgemeinen) zu gering fur natives SD-Interface
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Verknupfungspunkte zur Lehrveranstaltung ﬂ Hasso

Plattner
Institut

IDEs / Programmiersprache / Debugging

e Entwicklung mit VS Code (PlatformlO) & QT Creator (ESP-IDF)

e Programmiersprache: C/C++
e Debugging:

o Debugging mit Breakpoints, Steps, etc. uber JTAG-Connector
moglich: — nicht verfligbar, daher kein richtiges Debugging

o typisches Embedded-Debugging:
blinkende LEDs, serielle Ausgaben & direktes Prufen der Funktionen

uber Web-Zugriff
o Wireshark fur NDB Protokoll
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Abschlussprasentation 10.02.2021

Tobias Zagorni & Valentin Schroter
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