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Threshold Cryptography

Sharing Secrets
— Treasure Map
— Sharing keys on multiple server

Threshold Encryption

— Protect top secret document, only group of people can decrypt it
Threshold Signature

— Signing checks

E-Voting

— Do not trust only one voting authority
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Basic Maths

* pisaprime®
 modulo operator mod:

— find remainder of division of two numbers

20:6=18R:2 =220mod 6 = 2
* modulo congruent =

— two numbers are congruent modulo m if they have the same
remainder by the division of m

20mod 6 =2and 14 mod 6 =2= 20 =14 mod 6



Basic Maths

* Residue class
— Collect all integers which are congruent given a modulo m
— Example: mod 6

[0]¢= {...,—6,0,6,12,18, ...} [1]¢= {...,—5,1,7,13,19, ...}
[2]¢= {...,—4,2,8,14,20, ...} [3]¢= {...,—3,3,9,15,21, ...}
[4]¢= {...,—2,4,10,16,22,..}  [5]¢= {..,—1,5,11,17,23 ...}

* Residue class system (ring) Z,,
— Collect all residue classes and have two operations
— Example:

Z6 = {[0]61 [1]6J [2]61 [3]6J [4]6J [5]6} = {OJ 1; 2; 3; 4; 5}
5+44=3 34+4=1 9412=5 mod6
5:-4=2 3:4=0 9-12=0 mod 6
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Lagrange Polynomial Interpolation

* Find polynomial to given set of points

3 5 3 S
o 2 - o /2\— ()
1 - e 1 -
3 2 1 0 1 2 3 3 2 -1 0 1 2 \8
-1 A 1 A
(11 2)) (_2) 2); (2; 1) f(X) =7
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Lagrange Polynomial Interpolation

Interpolate polynomial function out of given points

Given: k + 1 data points:

(X0, Y0)) =) (xj,yj), vy (X, Vi)
where no two Xj are the same

Lagrange polynomial interpolation is:

Joseph-Louis Lagrange

k
L(x) = Z)’jfj = Yot1 + -t ytj+ o+ yity
=0

where ¢; is Lagrange basis polynomials:

{ x_xm x_xo x_x]'_1 x_x]'_|_1 X_Xk
j T ‘ ‘ — T —x  — e o — T —
m+j
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Lagrange Example

k
e Given Points: (1,2),(=2,2),(2,1) k=2 L(x) = Zngj
* Calculate Lagrange basis polynomials =
L rmx) (r—x) (x+D(x-2) 1, ) o
fo = (xo—x1) (o —x2) (1+2)(1-2) —§(x -4 g o2 2 X T Xm
m#j
0 = (x—x0) (x—x) (x—1) (x—2) —i(x2—3x+2)

T (g—xg) (kg —xz) (—2-1)(-2-2) 12

_Gx) Gmm) _G-DGAD 1,
f2 = (xz—x0) (xz —x1) (2-1(2+2) —4(x2 tx=2)

e Calculate Lagrange polynomial:

L(x) = yoto + Y11 + 21t
1 1 5

L(x)=2-—1(x2—4)+2-i(x2—3x+2)+1-1(x2+x—2) =——x?——x+-
3 12 4 4 47 2

[Lal3]



Lagrange Polynomial Interpolation

* Find polynom to given set of points

3 - 3 -
. N /; @)
L . L
A S S A
1 - -1 -
(1,2),(=2,2),(2,1) PO SO SO

4 4 2

09.07.2013 Threshold Cryptography 11



N o kWD E

Threshold Cryptography

Basic Maths

Lagrange Polynomial Interpolation
Shamir‘s Secret Sharing

Elgamal Encryption

Threshold Elgamal

Threshold RSA

E-Voting




Secret Sharing

 How to distribute secret s to n parties in that way, that

— Only all n parties together or

— k out of n parties

can recompute the secret?

secret s

o

J

U

|
- \:>

"
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Trusted dealer

secret s, J

e

=

"
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Dave
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secret s J
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Secret Sharing

* Recomputation of the secret

— all n out of n parties: (n, n) threshold

secret s J 0 <

0
Trusted
dealer ——

~

/ b2
Bob
~

~

Dave

secret s J

~

&l | secret s; J
Chris

secret s, J

— n—1,n— 2, ... parties should not be able to recompute the secret

— Every party (or group of parties) should not be able to retreive any information
about the global secret from their own secret(s)
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Secret Sharing

 Recomputation of the secret
— k out of n parties: (k,n) threshold

secret s J 0 <

Trustéd
dealer

/ b2
Bob
~

~
—

Dave

secret s J

~

&l | secret s; J
Chris

secret s, J

— k—1,k— 2, ... parties should not be able to recompute the secret

— Every party (or group of parties) should not be able to retreive any information
about the global secret from their own secret(s)
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Secret Sharing

* Real world‘s solution:
— Multiple locks with keys = heavy key ring

* Naive solution (bad):

— Split secret in parts:

1873 7632 8732 3253 2312J

1873 7632 8732 3253

— Disadvantage:
* needs (n,n) threshold

 n — 1 out of n parties dramatically reduce possible keys

09.07.2013 Threshold Cryptography

2312

16



* Published 1979 by Adi Shamir
.« (k,
* Based on Lagrange polynomials

* Dealing Algorithm:

09.07.2013

Shamir‘s Secret Sharing

n) threshold sharing

Given: (k,n) threshold and secret s € Z, Adi Shamir —
. . The ,S“in RSA
Randomly choose k — 1 coefficients a4, ..., ax_q

Setag :=s

Build polynomial f(x) = ag + a;x + ayx? + aj_(x* !
Seti =1,...,n and calculate Points s; = (i,f(i)) mod q
Every party gets (at least) one point s;

[Sha79]
Threshold Cryptography 17



Shamir‘s Secret Sharing - Example

* Dealing Algorithm

Given: (k,n) and secret s € Z, (3,5) threshold s = 6 € Z,,
Randomly k — 1: a4, ..., ax_1 a,=2a,=1
Setay:=s a, =6
f(x) = ag+ ayx + ax?> + ap_1x*1  f(x)=x*+2x+6
i =1,...,ncalculate (1,9) (2,14),(3,21),
si = (i, f(1)) mod q (4,8),(5,19)
7w s1=(L9) T
s=6_ | an
™ Bob
= (4,8 gﬁ S
Sa = ( )J % % ~ 52=(2,14)J
0 E— Chris
f\ anm
— Trusted -
A 19)J (%e % dealer % &l | 3T (3’21)J




Shamir‘s Secret Sharing

Lagrar}(ge:
. Reco.mputatl.on L(x) = zyj ¢
— Given: k Points s; = (x;, ;) =0
— Goal: find f(x) = ag + a;x + ayx? + aj_,x*1 X —
with f(0) = a, as the secret = || 3 xm
~ Using f(x) = L(x), o

S c{1,..,n}|S| =k and calculate
F(0) =L(®) = ) y&05 modq

jES
with ¢; 5 as Lagrange basis polynomials with x = 0 and S:

tios = — mod g
.X'j Xm

[Sha79]



Shamir‘s Secret Sharing - Example

 Recomputation of basis polynomials:
—X4 —Xc —4 -5

4 = = =10 -3 1 =10-15 =18 d22
200245 = (o, “x) (xp — x5) (2 —4) (2—5) Mo

? I X5 __T2 TS _ _o_4y d 22
0245 T G T G —xs) (A—2) -5 > 0 MO

¢ _ % M 2 7% g 3-1_g.15=10 mod22
S0RAS T (xg—xy) (x5 —x4) (5-2)(5-4) ST e
~ »,Shamir‘s Lagrange®:
Bob
sS4 = (4,8) J < Ly 1O = z Vitjos
i = (2,14 i
Tyl e a2 ) /€
Chris
& " — —Xm
Trusted ) tios = —
$5=(519) | mam & O ,Dgx] Xm
George ealer &l i

Dave



Shamir‘s Secret Sharing - Example

* Recomputation:
14 2,0,{2,4,5} — 18, 44,0,{2,4,5} =17, t 5,0{2,4,5} — 10

s=L00) =y, 00245 t Vs tao0245 t Vs 50245
s=L(0)=14-18+8-17 + 1910 mod 22

s$=6
) »2ohamir‘s Lagrange”:
— alh
~ s=6 J Bob
s, = (4,8) J re L(0) = Zyj{)j'o's
ol ~ — PRk 14)J 7es
elix ‘
“ Chris
) " ; ~ bog = 1—[ —
Truste i0s = =
ss=(519) | onim < X; — Xm
5 J George dealer % Zl‘lg
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Shamir‘s Secret Sharing - Remarks

* Graphical Interpretation * Flexibility
— Increase n and compute new
5 _ shares without affecting other
\ shares

4 — Removing existing shares

1 (shares have to be destroyed)
3 _ — Replace shares without
" ° changing the secret: new

i polynomial f*(x)

1 — One party can have more than
/ one share

(A

[Li04]
09.07.2013 Threshold Cryptography 22
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Elgamal Encryption

* Published 1985 by Taher Elgamal
* Based on Diffie-Hellman key exchange

* Public / private key encryption:
* Generation: pub, priv

* Encryption: cipher = encp,p(m)

] _ Taher Elgamal
* Decryption: m = decpyiy(cipher)

Alice Alice
priv pub m pub
From: Bob
From: Bob To: Alice From: Bob
To: Alice cipher “ To: Alice
B Alice Bob N

09.07.2013 Threshold Cryptography 24



Elgamal Encryption - Example

* Public / private key generation

1. large prime p with generator g p=23g=>5
2.randomlya € {1, ...,p — 1} a=~6
3. Calculate A = g% mod p A =5°%=8mod 23
4.pub=(p,g,A) priv=a pub = (23,5,8) priv=6
. Alice > Alice
oriv.= 6 J oub = (23,5,8) " oub = (23,5,8)

Alice Bob [EI85]

09.07.2013 Threshold Cryptography 25



Elgamal Encryption - Example

Encryption
Given: messagem € {0,...,p — 1}
Randomly b € {1, ...,1 — p} b=3
Calculate B = g°” mod p B =53 =10 mod 23
c=A’mmodp c=83-12 = 3 mod 23
Cipher text is cipher = (B, ¢) cipher = (10, 3)
TorAlcs. e
cipher = (10, 3) pub = (23,5,8)
From: Bob
< l - To: Alice

Alice Bob m =12



Elgamal Encryption - Example

* Decryption

Given: cypher = (B, ¢) and priv=a cypher = (10,3) priv=6

Calculatex =p—1—a x=23—-1—-6=16
Calculate m = B*c mod p m = 101® -3 = 12 mod 23
Encrypted message m m=12

« Generalldea:m = (B%)™1-¢ = B®P~1-%) mod p

Alice
From: Bob

pub = (23,5,8) m
From: Bob
m=12

Alice cipher = (10, 3) Bob [EI85]
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Threshold Elgamal

* Using Elgamal encryption scheme in a treshold environment

* Generation:

— Generate pub = (p, g, A) priv = a like normal Elgamal encryption

— Share priv=a among n parties, using Shamir’s secret sharing with

q=¢(@) ="p-1
— Every party j gets (at least) one point s; = (x;, ;)
“if pis prime

Example: pub = (23,5, 8) priv= 6 (3,5)-threshold -
s=6 | ™| =019 | SCbiAe

e pub = (23,5,8)
5= | o o~ %

5= (2,14) |

Felix &l
@ 0“ 2 Chris
o) Trusted S
ss = (5,19) & dealer i s3 = (3,21) [Ca06]
’ J George Dave ‘ J

09.07.2013 Threshold Cryptography 29



Threshold Elgamal

* Encryption
— Normal Elgamal encryption with message m and pub = (p, g, A)

From: Alice BCDEG
jsl TF): BCDFG pub = (23,5,8)
cipher = (10, 3)
re
i
& Bob ()
) g o 2
Felix ~ Chris
-~ @
S5 J“ Trusted — S3 Alice
George  dealer Dave
[Ca06]

09.07.2013 Threshold Cryptography 30



Threshold Elgamal

* Decryption
— Trusted dealer and every party can receive cipher = (B, ¢)
— at least k parties have to compute decryption share d; = BYi mod p

— Trusted dealer can compute m with
set S of j € {1, ..., n} which returned their dj

— Party: ™
d; = B modp ol
! ~ BOD ~

9 AN @ i [ d,
) Felix Chris
-cmodp

0 ~

O & R
@P Trusted il
5 5eorge  dealer Dave

09.07.2013 Threshold Cryptography 31
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=<I]@”“

j€es

[Ca06]



Threshold Elgamal - Example

Decryption

— Every party computes decryption share:
d, = B2 = 10'* = 12 mod 23
d, = BYs = 10% = 2 mod 23
ds = BYs = 10'° = 21 mod 23

— Trusted dealer computes £} ¢ s
t 2,0,{2,4,5} — 18

€4,0,{2,4,5} =17
{50245 = 10

— Shamir‘s secret sharing, slide 20 ‘A O
2

,Shamir‘s Lagrange“: Felix

~

[

4 = —Xm (
j,0,S —
I lx- —x
mes ™/ T 21 eorge

Threshold Elgamal

Bob ()
AN - & ol [( 12

cipher = (B, ¢)
d; = BY) mod p
=
m = (1_[ djgf'0'5> -cmod p
jes 7
From: Alice
To: BCDFG
™ cipher = (10, 3)
i

Chris —

@ -

Trusted i

dealer Dave



Threshold Elgamal - Example

Decryption Threshold Elgamal
cipher = (B, ¢)
d, =12, d,=2, ds= 21

_ d; = BY) mod p
1204245 = 18, €a0245 =17, 50245 = 10 .
= (1_[ djgf'0'5> -cmod p
— Trusted dealer computes m: J€ 7

— (d.t20245) . 4, fa0(245) . J_t50(245) -1 d :
m 2 4 5 C modp From: c

m = (1218217212713 mod 23 ~ I?:hBeCrDim 3)
=(6)"1-3 mod 23 p ,

m=4-3 mod 23 i
4,8 2,14

m=12 EP% 2 il E

elix Chris

From: Allce
™ To:BCDGF ™
. ;

Note: (6)"" =4 mod 23 (5,19) = 12 pow

(Extended Euclidean algorithm) George Dave
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RSA Threshold Signatures

* Signatures
sign
m From: Bob from: BobJ
priv =... To: Alice

Bob Alice

* Requires: Public / private key and hash function H(x)
* Signh a message:

— Hash message m and encrypt with private key: sign = encpriV(H(m))
e Verify signature ,

— Decrypt signature with public key and check hash: decp}, (sign) = H(m)
[Ca06]
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RSA Threshold Signatures

F,h, * Every party signs with own private
sign, key
&l

Bob ~ * Trusted dealer can compute global

™
Psign4 ”% £ @h‘ P';‘i;gnz signature

elix

~

P,

Chris

= w.. N ™ Party i:
Trusted &l F

seorge  dealer Dave >18MN3 sign; = encprivi(H(m))

BCDFG

pub =.

09.07.2013

Trusted dealer:

- sign
From: BCDFG : : .
from: BCDFG sign = collect(sign,, ..., sign
To: Alice , 5 ( e & n)
m=..

* V. Shoup: “Practical threshold
signatures” shows threshold
signature scheme with RSA [Sh]

Threshold Cryptography 36
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E-Voting

e Secret voting using Elgamal threshold encryption

* Voter encrypts vote with public key

* Private key is shared among voting authorities

vote = 1 J
vote = —1 J
vote = —1 J

09.07.2013

4 &

Voting
pub

-

Alice

~

alh
Chris

Bulletin Board

From: Bob
VBob = (B, C)

From: Alice
VAlice = (B' C)

From: Chris
Vchris = (B, ¢)

Threshold Cryptography

~
“ priv,
Authority 1
~

“ priv,

Authority 2

[Cr97]
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E-Voting

* Voting authorities “counting” encrypted votes

* Decrypt result of “counting” with shared secrets

~
vote = 1 J

Bob
vote = —1 J ﬂ

Alice

P}
vote = —1 J >

Chris

09.07.2013

Bulletin Board

From: Bob
VBob = (Br C)

From: Alice
VAalice = (B» C)

From: Chris
VChris = (B'C)

VResult — Count(VBob' VAlice: VChris)
VResult — (B: C)

~ ~
b Priv, | @ riv
Authority 1 Authority 2

Result = decpriV(VResult)
Result = —1

Cramer, et. al.: "A secure and
optimally efficient multi-authority
election scheme." [Cr97]

Threshold Cryptography 39



Summary Threshold Cryptography

Sharing Secrets
Threshold Encryption
Threshold Signatures
E-Voting

General Problem: Trusted Dealer
— Secret sharing schemes without trusted dealer
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