Lab Manual - OS5 Memory Management

Unit OS5: Memory Management

5.5. Demonstrations

Windows Operating System Internals - by David A. Solomon and Mark E. Russinovich with Andreas Polze

DLL Usage

@ To diagnose DLL conflicts, you need to know which DLLs
were loaded and from where

® Pviewer & pview & tlist lists the loaded DLLs, but not the path
(e.g. type “tlist explorer”)

©® Dependency Walker can trace DLL loads

©® Process Explorer or listdlls from www.sysinternals.com lists full
path

{
% Command Prompt [_[O] =]
T>1listdlls —p outlook -

ListDLLs U2.8
Copyright ¢C> 1997 Mark Russinovich
tip://wwu.ntinternals .com

UTLOOK.EXE pid: 116
B 83 Path

ase ize Uersion
@x30000088  @xhona 8.85.5104.9088 C:“Program Files“Microsoft Office~Office
OUTLOOK. EXE
Ex'?'?fGEBEB Bx5cBPld  4.080.1381.8084 C:\UINNT~System32:ntd1l.411
PAA  @x655006 §.85.5104.8687 C:\Progranm Files\Microsoft Office~Office

@x3dePd  6.88.8267. BBBB G WINNINsystem32~\MSUCRT .d11

Bx5e@PA 4.80.1381. C:\UINNT\system32~\KERNEL32 .d11

xh2008 4.86.1381. EBE4 C:\UWINNT\system32\ole3Z. r111

x52000 4.80.1381.8084 C:“WINNI\system32\RPCRT4.d

x3eB0@ .80.1381.9084 C: \HINNT\system32\nDURPI32 r.l11

Bx54808 4.080.1381.8084 C:\UINNT~system32~USER32.d

Bx2cBPA  4.00.1381.8084 C:\UINNT\system3Z~\GDI32. r111

@x73808 4.72.3110.8081 C:\WINNI“system32“\COMCTL32.d11

@ @x3a2000 8.80.0000.4328 C:“Program Files“Microsoft Office~Office

'

Bx306c
MS097_DLL
Bx6fa?0008 BxdaBba 5.85.2174.8080 C:\WINNT“\System32“MAPI32.DLL LI
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Process Explorer: DLL lab 1

1. Run Word and Excel
2. In ProcExp, switch to DLL view

3. Look at the DLL list for both Word and Excel and find a
common Office DLL loaded in both processes

©® Hint: sort by path
4. Try and delete that DLL with Explorer
©® Should get access denied error (not file locked)

5. In ProcExp, use search to confirm who has this DLL
loaded

©® Should show up in both processes

Viewing the Working Set

® Working set size counts shared pages in each
working set

® Vadump (Resource Kit) can dump the breakdown
of private, shareable, and shared pages

C:\> Vadump —o0 —p 3968
Module Working Set Contributions in pages
Total Private Shareable Shared Module

14 3 11 0 NOTEPAD.EXE
46 3 0 43 ntdll_dll
36 1 0 35 kernel32.dl1
7 2 0 5 comdlg32.dl1
17 2 0 15 SHLWAPI.dII
44 4 0 40 msvcrt.dll
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- y g\nﬁndnws HT Task Manager =lo| =]
I nfo r m atl O n Fle Options “iew Help
Applications Performance |
Task Manager Q)
Processes tab ImagsMame | PID|[ CPU| CPUTi.. [ MemUsage | WM Size | =
Spstern Idle Pr... 1] 97 82418 16K 0K
System 200 00236 00K /K
FM35.EXE 20 uli] 0:00:00 0F 164 K
‘e i i CHrsTeRe 24 oo ooz EFEK.  1492K
@ Mem Usage” = physical WINLOGONE... ¥ 00 oon02 0K 72K
memory used by process SERVICES.EXE 40 00 00004 024K 124K
i i i L5455 EXE 43 00 oo0od 200K 48K
(WOF"'_”Q set size, not working SPOOLSS.EXE 67 00 00000 BOK  2008K
set limit) NETDDE EXE 74 00 ooooo 0K 528K
AMGRSRVEE. .. 84 00 00000 0K 1086k |
& Note: shared pages are clipsr.exe 0 00 oonoo 0K 416K
; SDSRV.EXE 9% 00 00000 20K BTEK
counted in each process FPCSS.EXE 103 00 00000 2K 820K
“ ot — A TCPSVES. EXE 1200 00000 172K 43K
@ VM Size” = p_rlvate_(not TAPISRY EXE 1 00 00000 00K EB4K
shared) committed virtual whisve.exe 12700 0:00:00 0K 34K
. __ , EXPLORERLE... 130 00 00058 604K 178K
Space In processes == process’s PSTORESEXE 137 00 0:00:00 2K 1812K
paging file allocation R&SMAN.EXE 140 00 0:02:00 44 1080K
) ) whimad22 exe 14200 0:00:00 604K 1495 K_lj
(® “Mem Usage” in status bar is gl | '
not total of “Mem Usage” End Process |
column (see later slide) (3)
|Procesees: 38 |CPU Usage: 3% |Mem Usage: BE312K. / 274772K v
Screen snapshot from:
Task Manager | Processes tab 5

Process Memory
[} Performance Monitor

|nf0rmat|0n File Edit “iew Optons Help
PerfMon - BulsE +Ex| =|u|

. 320
Process Object " /J\—
@ “Virtual Bytes” = committed + 258
reserved virtual space, including
shared pages 22.4
@ “Working Set” = working set size 192

(not limit) (physical)

© “Private Bytes” = private virtual
@ space (same as “VM Size” from E.4
Task Manager Processes list)
5]

Also: In Threads object, look for 3z 4,——-—//_,——_

threads in Transition state -

evidence of swapping (usually a
;f::;?rg)y severe memory Last| 4059136 Awerage| 2921185 Min| 2306048 Max|
Color Scale Counter Instance Parent Obje

E——— 0.0000010 Private Bytes Explorer - Proc
E——] 0.0000010 Virtual Bytes Explorer - Proc
—— 0.0000010 ‘Working Set Explorer - Praoc

Data: Current Activity

Screen snapshot from: Performance Monitor
counters from Process object

OO
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Task Manager
Performance tab

@ Total committed private virtual memory
(total of “VM Size” in process tab +
Kernel Memory Paged)

@ not all of this space has actually been
used in the paging files; it is “how much
would be used if it was all paged out”

© “Commit charge limit” = sum of physical
memory available for processes +
current total size of paging file(s)

does not reflect true maximum page file
sizes (expansion)

@ when “total” reaches “limit”, further
VirtualAlloc attempts by any process
will fail

W'indnws HT Task Manager
File Options “iew Help

Memory Management Information

=0l

Applicaliunsl Processes ; Performance |

—CPU Usage——

— CPU Usage Histary

J\'I

|
»._JL.JlJ|,.f|,.f|,f.,.,_

— MEM Usage—

3

—Memary Uzage Histary

— Totals — Phyzical Memon (K]
Handles 23 Tatal 130434
Threads 167 Awailable 55784
Processes 2 Filz Cache 21018
Commit Charge [K] —Kernel b emory [K]
9 Taotal 77624 Taotal 19124
9 Lirnit 322000 Paged 16688
Peak TE836 MNonpaged 2436

| Processes: 32

CPU Usage: 57%

Mem Usage: 77524k / 322000k

® @




