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Thread Scheduling States (2000, XP)

preem preemption,
uantum end

Terminate (4)

Ready =thread eligible to be scheduled to run
Standby =thread is selected to run on CPU

wait resolved
after kernel
stack made
pageable
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Other Thread States

2 Transition

2 Thread was in a wait entered from user mode for 12 seconds or more
% System was short on physical memory

@ Balance set manager (t.b.d.) marked the thread’s kernel stack as
pageable (preparatory to “outswapping” the thread’s process)

2 Later, the thread’s wait was satisfied, but...

...Thread can’t become Ready until the system allocates a
nonpageable kernel stack; it is in the “transition” state until then

2 Initiate

o

@ Thread is “under construction” and can’t run yet
2 Standby

% One processor has selected a thread for execution on another
processor

2 Terminate

@ Thread has executed its last code, but can’t be deleted until all
handles and references to it are closed (object manager)
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Waiting

@ Flexible wait calls
1 Wait for one or multiple objects in one call

™ Wait for multiple can wait for “any” one or “all” at once
@ “All": all objects must be in the signalled state concurrently to resolve the wait

i All wait calls include optional timeout argument
1 Waiting threads consume no CPU time
% Waitable objects include:
i Events (may be auto-reset or manual reset; may be set or “pulsed”)
Mutexes (“mutual exclusion”, one-at-a-time)
Semaphores (n-at-a-time)
Timers

> 3 > B3

Processes and Threads (signalled upon exit or terminate)
o Directories (change notification)
“ No guaranteed ordering of wait resolution

. If multiple threads are waiting for an object, and only one thread is released (e.g. it's a
mutex or auto-reset event), which thread gets released is unpredictable
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Looking at Waiting Threads =

2 For waiting threads, user-mode utilities only display the wait reason
@ Example: pstat
2 Command Prompt =lax|

k- \WINDOWS\SYSTEM3 25 pstat :’
Pstat wersion 0.3: memory: 130480 kb uptime: O 21:24:36.734

pid: O pri: O Hnd: o Pf: 1 Ws: 16K Idle Process
tid pri Ctx Swtch Strtaddr User Time Kernel Time State
4]

) ) 2845450 0:00:00.000 20:55:56.375 Running
Q Q 3056193 0 0:00:00.000 21:09:33.234 Running
pid: 2 pri: & Hnd: 221 Pf: 1875 Ws: 200K System

tid pri Ctx Swtch Strtiddr User Time Kernel Time State

1 0 21214 801c3féc 0:00:00.000 0:00:39.687 Wait:FreePage
3 16 51 8010ba7a 0©:00:00.000 0:00:00.000 Wait:EwentPairLow
0:00:00.000 0:00:00.906 Wait:EwventPairlow

4 16 45518 8010bara

pid: 2e pri: & Hnd: 78 Pf: 8711 Ws: 1140k Explorer.exe
tid pri Ctx Swtch Strtaddr User Time kKernel Time State

48 14 122844 7rfOS2ec 0:00:04.703 0:00:26.312 Wait :Userkequest
G g8 226 F7f052e0 0:00:00.015 0:00:00.140 Wait:UserRequest
ah 14 23048 F7052e0 0:00:04.140 0:00:11.562 Wait:UserRequest
ae 14 4976 7F7f052e0 0:00:00.203 0:00:00.921 wait:UserRequest
a7y 14 1378 77f052e0 0:00:00.000 0:00:00.000 Wait:lpcReceiwe

2 To find out what a thread is waiting on, must use kernel debugger
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Looking at Wait Queues

% Ithread command to kernel debugger
@ Lists addresses of objects being waited on (if a mutex, shows owner)
@ lirpfind can search IRPs for an event object address

ﬁ[ﬁommand Prompt - i386kd -z d-\memory.dmp -10] x|
0 kds thread 80800980 ;I
Ithread 80800960

[THREAD 80800960 Cid 28.95 Teb: 7ffas000 Win32Thread: 80141330 WAIT: (UserRequ_j
esP UserMode Mon-Alertable
207300 SynchmmzatwnEventD
800a48 NMotificationTimer

Mot impersonating
IDwning Process 808a3dal

aitTime (seconds) 3396

IContext Switch Count 17

UserTime 0 :00 2000000
KernelTime 0:00 :00.0000

Start Address OxrF7f052e0

in3z Start Address Ox77e2g473

Stack Init fc4a2000 Current fodalefd Base fc4a2000 Limit foc49f000 Call O
Priority 9 BasePriority 8 PriorityDecrement O DecrementCount O

cannot get wersion packet on a crash dump

_hi1dEEP Eetaddr Args to Child

frdalerc 80117020 00000000 fodalecd 80184601 ntkrnlmp!EdSwapThread+Ox1bl
frdaleald 8018d70d 807fF3I00 0OD0O00E 80184601 ntkrnlmp!kKewWaitForsinglethject+Ox1b

2
frdalefo 8013e31le 00000178 0OD0O0000 fcdalec8® ntkrnlmp|MtWaitForsingledbject+ixad

Frdalefo 77feE19b Q0000178 Q0000000 fodalect ntkrnlmplkiSystemService+dxbe
ifcdaledc fodaleald 807300 50800960 80800%cc +0x77TEE1%9b

0: kds

B =]
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Wait Internals 1:
2 Any kernel object you can wait for is a “dispatcher object”
2 some exclusively for synchronization
@ e.g. events, mutexes (“mutants”), semaphores, queues, timers
® others can be waited for as a side effect of their prime function
& e.g. processes, threads, file objects
2 non-waitable kernel objects are called “control objects”
@ All dispatcher objects have a common header Dispatcher
2 All dispatcher objects are in one of two states Objpet
@ “signalled” vs. “nonsignalled”
2 when signalled, a wait on the object is satisfied | Wait listhead |
o diffferent object types differ in terms of what changes Object-type-
their state specific data
2 wait and unwaitimplementation is )
common to all types of dispatcher objects (see \ntddk\inc\ddk \ntddk.h)

Windows Operating System Internals - by David A. Solomon and Mark E. Russinovich with Andreas Polze




Thread Objects

— Wait Internals 2:

it Block
WaitBlocklist ~ WaitBlackl ist O @ Represent a thread’s reference to
something it's waiting for (one per handle
passed to WaitFor...)
Dispatcher @ All wait blocks from a given wait call are
. hained to the waiting thread
Objects ¢
| | i @ Type indicates wait for “any” or “all”
Size Tvpe |<< Wait blocks @ Key denotes argument list position for
State WaitForMultipleObjects
Wait listhead —| ™~ > List entry — |
Object-type- S Thread
specific data QOhject
Kev Tvpe
Next link €
Size | Tvpe | <
State
> < >
Wait listhead —|=< > [ Listentry —| [ List entry ]
Object-type- Thread Thread
specific data o Object o Object
Kev Tvpe Kev Tvpe
Next link Next link
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Scheduling Scenarios
Quantum Detalils

? Quantum internally stored as “3 * number of clock ticks”
@ Default quantum is 6 on Professional, 36 on Server
2 Thread->Quantum field is decremented by 3 on every clock tick

® Process and thread objects have a Quantum field

@ Process quantum is simply used to initialize thread quantum for all threads in
the process

? Quantum decremented by 1 when you come out of a wait

@ So that threads that get boosted after I/O completion won't keep running and
never experiencing quantum end

2 Prevents I/O bound threads from getting unfair preference over CPU bound
threads
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Scheduling Scenarios
Quantum Detalils

& When Thread->Quantum reaches zero
(or less than zero):

2 you've experienced quantum end

2 Thread->Quantum = Process->Quantum; I restore
guantum

2 for dynamic-priority threads, this is the only thing that restores
the quantum

2 for real-time threads, quantum is also restored upon
preemption

& |nterval timer interrupts when previous IRQL >= 2:

2 are not charged to the current thread’s “privileged” time

2 but do cause the thread “remaining quantum” counter to be
decremented
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Screen snapshot from:
Control Panel | System |
Performance tab

Quantum Stretching
(favoring foreground applications)

@ If normal-priority process owns the foreground window, its threads
may be given longer quantum
@ Set by Control Panel / System applet / Performance tab

@ Stored in ...\System\CurrentControlSet\Control\PriorityControl
Win32PrioritySeparation =0, 1, or 2

2 New behavior with 4.0 (formerly implemented via priority shift)

System Properties K
StartupdS hutdown | Hardware Profiles | User Profiles
General Performance I Ervironment

Lpplication Perfarmance

Select the performance boogt for the foreground application.

Boost: Mane B J b aximurn
\ ! i
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Quantum Stretching

® Resulting quantum:
@ “Maximum” = 6 ticks
® (middle) = 4 ticks
& “None” = 2 ticks

Running [Ready

8 Iy oy, I oy B oy B

2 Quantum stretching does not happen on Server
@ Quantum on Server is always 12 ticks
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Quantum Selection

& As of Windows 2000, can choose short or long quantums
(e.g. for Terminal Services)

® NT Server 4.0 was always the s&¥imeloregyaPdless of slider bar

Windows 2000: Performance Options
Pt K & Dptinns | Vel S¥fcts | Arinces
A pl i st o 1S e B oiciud, the compwicy oot fowee 1 grwio e of
BRS04 BV ) Y DGR
Cptimios performance for; 2prt S bark pofarmaro o
-------- {7 Eroor T (] —iparacan
 japp stions 1 Bachopound seevices it e
—
s il raerrory, Tyl oo TR o
Total pagng File size For al dives: IE=HE At for bt par i ot
@ hpogr s it ocke

# pogrg i 0.0r e o e el P Wndom 1o 1
F e AR
OE [of. I Tl pageip e e for ol vt P

| grargs

Screen snapshot from:

Control Panel | System | Advanced tab | Performance I
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Quantum Control

% Finer grained guantum control can be achieved by modifying

HKLMSystem\CurrentControlSet\Control

\PriorityContro\Win32PrioritySeparation

1 6 bit value

4 2 0
Shortvs. Long Variable vs. Fixed Quantum Boost

@ Short vs. Long

8,3 |default (short for Pro, long for Server)

ong

2 short
@ Variable vs. Fixed

0,3 default (yes for Pro, no for Server)

1 yes

2 no
% Quantum Boost ] ) )

0 fixed (overrides above setting)

1 double quantum of foreground threads

2,3 triple quantum of foreground threads

Windows Operating System Internals - by David A. Solomon and Mark E. Russinovich with Andreas Polze

14

Controlling Quantum with Jobs

& |f a process is a member

of a job, quantum can be
adjusted by setting the

“Scheduling Class”

2 Only applies if process is

higher then Idle priority
class

2  Only applies if system

running with fixed

guantums (the default on
Servers)

& Values are 0-9

2 5is default

Scheduling  [Quantum units
elass

o 6

1 12
2 18
3 24
4 30
[~ 36.
6 42
£ 48
8 54
Q 60
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Priority Boosting

After an 1/O: specified by device driver

Common boost values
(see NTDDK.H)
1: disk, CD-ROM, parallel,

2 loCompleteRequest( Irp, PriorityBoost) Video
After await on executive event or 2: serial, network, named
semaphore pipe, mailslot

6: keyboard or mouse
8: sound

@ Boost value of 1 is used for these objects

@ Server 2003: for critical sections and pushlocks:
1 Waiting thread is boosted to 1 more than setting thread’s priority (max boost is to
13)

1 Setting thread loses boost (lock convoy issue)
After any wait on a dispatcher object by a thread in the foreground
process:
@ Boost value of 2
1 XP/2003: boost is lost after one full quantum
@ Goal: improve responsiveness of interactive apps
GUI threads that wake up to process windowing input (e.g. windows
messages) get a boost of 2
& This is added to the current, not base priority

@ Goal: improve responsiveness of interactive apps
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Lab: Foreground Priority Boosts

® See Book “EXPERIMENT: Watching
Foreground Priority Boosts and Decays”,
p.351

® See Book “EXPERIMENT: Watching Priority
Boosts on GUI Threads”, p.353
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CPU Starvation Avoidance

@ Balance Set Manager system thread looks for “starved”

threads ait
@ This is a thread, running at priority 16 12

“ Wakes up once per second and examines Ready queues
@ Looks for threads that have been Ready for 300 clock ticks
(approximate 4 seconds on a 10ms clock) 7 Run
@ Attempts to resolve “priority inversions” (hlgb priority thread
y

(12 in diagram) waits on something locked by a lower
thread (4), which can't run because of a middle priority

CPU-bound thread (7 ? Ready
but not deterministically (no priority inheritance) .’
@ Priority is boosted to 15 (14 prior to NT 4 SP3) .

1 Quantum is doubled on Win2000/XP and set to 4 on 2003

1 At quantum end, returns to previous priority (no gradual decay) and normal
quantum

@ Scans up to 16 Ready threads per priority level each pass

o

Boosts up to 10 Ready threads per pass

& Like all priority boosts, does not apply in the real-time range
(priority 16 and above)
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Lab: CPU Starvation Resolution

& See Book EXPERIMENT: Watching Priority
Boosts for CPU Starvation, p.355

2 CpuStres with two compute-bound threads
(“maximum?” activity level)

2 One is at lower priority than the other

& See Book EXPERIMENT: “Listening to Priority
Boosting”, p.357
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Multiprocessor Scheduling

& Threads can run on any CPU, unless specified otherwise

2 Tries to keep threads on same CPU (“soft affinity”)

2 Setting of which CPUs a thread will run on is called “hard
affinity”

& Fully distributed (no “master processor”)

2 Any processor can interrupt another processor to schedule a
thread

& Scheduling database:

2 Pre-Windows Server 2003: single system-wide list of ready
gueues

2 Windows Server 2003: per-CPU ready queues
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Hard Affinity

2 Affinity is a bit mask where each bit corresponds to a CPU number

@ Hard Affinity specifies where a thread is permitted to run
1 Defaults to all CPUs

2 Thread affinity mask must be subset of process affinity mask, which in turn
must be a subset of the active processor mask

=] Windows NT Task Manager —1ol x|
File Dptions View  Help - : o

2 Functions to change: Agplcaions Provssss | Pefomance |

@ SetThreadAffinityMask, Image Name____| F‘\Dl CPU|_CPU Time | Mem Dsage [~
.. mgandesk exe 17 on 0:00:00 33
SetProcessAffinityMask, mgehock,exe T W o000 SeK
. . JETSTAT EXE 175 o on et
SetInformationJobObject iman.ene 177 Pracossor Affnity x|
H o b The Processor ity sting contils nhich CPUs e prosess il
& Tools to Change: qsheliSB exe [ drbebe
DESKMENLLEXE 189
| mire32.ene 198 L2 5 0 S eI e 2= e
@ Task Manager or Process Explorer [ 2= [Plerun Fleie - F e celiz
o] . . | TASKMGR EXE 227 J= | CRZE S LRI TS fERUE I~ | CRUZE
Right click on process and choose pzze = Focus Corutl Fooruis I ocRuE
“Set Affinity” \EXPLORE EXE 290 Flceud ez | erlien I=| cru2s
. B Fiaess: 01 | R | R =R eEuE| |l =R
@ Psexec -a :;ZEE( Debug %Z IEcrE e | oRies I=| crijEn
e e e

Cancel
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Hard Affinity

® Can also set an image affinity mask

&

See “Imagecfqg’ tool in Windows 2000 Server Resource Kit Supplement 1
M E.g. | magecfg —a 2 xyz.exe will run xyz on CPU 1

@ Can also set “uniprocessor only”: sets affinity mask to one processor

i
L

L

I magecfg —u xyz. exe
System chooses 1 CPU for the process
1 Rotates round robin at each process creation

Useful as temporary workaround for multithreaded synchronization bugs that
appear on MP systems

% NOTE: Setting hard affinity can lead to threads’ getting less CPU time than
they normally would

-
i

More applicable to large MP systems running dedicated server apps

Also, OS may in some cases run your thread on CPUs other than your hard
affinity setting (flushing DPCs, setting system time)

1 Thread “system affinity” vs “user affinity”
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Soft Processor Affinity

% Every thread has an “ideal processor”

i System selects ideal processor for first thread in process (round robin across CPUs)

1 Next thread gets next CPU relative to the process seed

I Can override with-

SetThreadldealProcessor (

HANDLE hThread, /I handle to the thread to be changed
DWORD dwldealProcessor); // processor humber

f Hard affinity changes update ideal processor settings

1 Used in selecting where a thread runs next (see next slides)

1 For Hyperthreaded systems, new Windows API in Server 2003 to allow apps to optimize

@ GetLogicalProcessorinformation
1 For NUMA systems, new Windows APIs to allow applications to optimize:

@ Use GetProcessAffinityMaskto get list of processors
B Then GetNumaProcessorNode to get node # for each CPU

& Or call GetNumaHighestNodeNumber and then GetNumaNodeProcessorMaskto get the
processor #s for each node
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Windows 2000/XP Dispatcher
Database

hread 1 Thread 2 hread 3 Thread 4
A A A

Ready Queues

31
0 MP Systems Only
Ready Summar Active Processor Mask Idle Summary Mask
# 0 31 0 31 0
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Choosing a CPU for a Ready
Thread (Windows 2000)

sl

sl

When a thread becomes ready to run (e.g. its wait completes, or it is just
beginning execution), need to choose a processor for it to run on

First, it sees if any processors are idle that are in the thread’s hard affinity
mask:

@ If its “ideal processor” is idle, it runs there

@ Else, if the previous processor it ran on is idle, it runs there

@ Else if the current processor is idle, it runs there

@ Else it picks the highest numbered idle processor in the thread’s affinity mask
If no processors are idle:

2 If the ideal processor is in the thread’s affinity mask, it selects that

@ Else if the the last processor is in the thread’s affinity mask, it selects that

@ Else it picks the highest numbered processor in the thread'’s affinity mask

Finally, it compares the priority of the new thread with the priority of the
thread running on the processor it selected (if any) to determine whether or
not to perform a preemption
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Selecting a Thread to Run on a
CPU (Windows 2000)

? System needs to choose a thread to run on a specific CPU at:
@ At quantum end
@ When a thread enters a wait state
© When a thread removes its current processor from its hard affinity mask
@ When a thread exits

2 Starting with the first thread in the hiﬁhest priority non-empty ready queue, it
scans the queue for the first thread that has the current processor in its hard
affinity mask and:

“ Ran last on the current processor, or

“ Has its ideal processor equal to the current processor, or
“ Has been in its Ready queue for 3 or more clock ticks, or
“ Has a priority >=24

2 If it cannot find such a candidate, it selects the highest priority thread that can
run on the current CPU (whose hard affinity includes the current CPU)

@ Note: this may mean going to a lower priority ready queue to find a candidate
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Windows Server 2003
Dispatcher Database

L] ||

lhread 1 lhread 2 lhread 3 Thread 4
A
CPUO Ready Queues CPU-1 Ready Quel
Sl S1
] 0
> >
31 0

31 0
Deferred Ready Queue
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Server 2003 Enhancements

2 Threads always go into the ready queue of their ideal processor

2 Instead of locking the dispatcher database to look for a candidate to
run, per-CPU ready queue is checked first (first grabs PRCB
spinlock)

2 |f a thread has been selected to run on the CPU, does the context
swap

® Else begins scan of other CPU’s ready queues looking for a thread to
run

@ This scan is done OUTSIDE the dispatcher lock
@ Just acquires CPU PRCB lock

@ Dispatcher lock still acquired to wait or unwait a thread and/or
change state of a dispatcher object

@ Bottom line: dispatcher lock is now held for a MUCH shorter time

Windows Operating System Internals - by David A. Solomon and Mark E. Russinovich with Andreas Polze 28

Thread Scheduling States (Server 2003)

o

S Coams)
erminate (4
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Server 2003 Enhancements

O Idle processor selection further refined to:

& |f a NUMA system: if there are idle CPUs in the
node containing the thread’s ideal processor,
reduce to that set

& |f a hyperthreaded system: if one of the idle
processors is a physical processor with all logical
processors idle, reduce to that set

& Then try to eliminate idle CPUs that are sleeping

& |f thread ran last on a member of the set, pick that
CPU

@ Else pick lowest numbered CPU in remaining set
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“Affinity Collisions”

2 Highest-priority n threads may not be Running if thread affinity
interferes

2 NT guarantees the highest-priority thread will be Running

@ But lower-priority n-1 Ready threads may not be...

@ ...because scheduler will not “move” running threads among CPUs
@ Example: Threads became Ready in order A, B, C

Thread C:
Current priority 6

Affimity, ool N1
AHHHTYy THaSIKoT

Thread A: Thread B:
CPU 1 (Currentpriority 4 CPUO (Current priority 8

Affinitv, yaacl, 10 Affinity, ool 11
X Ty THOSIK O TNty oo
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