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Windows Processes

& What is a process?

2 Represents an instance of a running
program

© you create a process to run a program

@ starting an application creates a
process

2 Process defined by:
® Address space
® Resources (e.g. open handles)
& Security profile (token)
& Every process starts with one thread

2 First thread executes the program’s
“main” function

2 Can create other threads in the same
process

@ Can create additional processes
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Windows Threads

& What is a thread?

2 An execution context within a process

2 Unit of scheduling (threads run, processes don't run)
2 All threads in a process share the same per-process address

space

% Services provided so that threads can synchronize access to
shared resources (critical sections, mutexes, events,

semaphores)

2 All threads in the system are scheduled as peers to all others,

without regard to their “parent” process

& System calls

2 Primary argument to CreateProcess|()

is image file name (or command line)

2 Primary argument to CreateThread()
is a function entry point address
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Processes & Threads

®Why divide an application into multiple threads?
&Perceived user responsiveness, parallel/background
execution

@ Examples: Word background print — can continue to edit
during print

#Take advantage of multiple processors

2 On an MP system with n CPUs, n threads can literally run at
the same time

2 Question: given a single threaded application, will adding a
2hd processor make it run faster?

&Does add complexity
€ Synchronization
@ Scalability well is a different question...

@4 of multiple runnable threads vs # CPUs

@Having too many runnable threads causes excess context
switching
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Per-Process Data

® Each process has its own...
& Virtual address space (including program code,
global storage, heap storage, threads’ stacks)

& processes cannot corrupt each other’s address
space by mistake

& Working set (physical memory “owned” by the
process)

& Access token (includes security identifiers)

& Handle table for Windows kernel objects

& Environment strings

& Command line

& These are common to all threads in the process, but
separate and protected between processes
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Per-Thread Data

@ Each thread has its own...

o

&
&

o

User-mode stack (arguments passed to thread,
automatic storage, call frames, etc.)

Kernel-mode stack (for system calls)

Thread Local Storage (TLS) — array of pointers to
allocate unique data

Scheduling state (Wait, Ready, Running, etc.) and
priority

Hardware context (saved in CONTEXT structure if
not running)

2 Program counter, stack pointer, register values

@ Current access mode (user mode or kernel mode)
Access token (optional -- overrides process’s if
present)
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Process and Thread Identifiers

& Every process and every thread has an identifier

& Generically: “client ID” (debugger shows as “CID")

2 A.K.A. “process ID” and “thread ID”, respectively

@ Process IDs and thread IDs are in the same “number space”

2 These identify the requesting process or thread to its

subsystem “server” process, in API calls that need the server’s
help

& Visible in PerfMon, Task Manager (for processes),
Process Viewer (for processes), kernel debugger, etc.

& |Ds are unique among all existing processes and threads

@ But might be reused as soon as a process or thread is deleted
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Process-Related Performance

Counters

Object: Counter

Function

Process:%PrivilegedTime

Percentage of time that the threads in the
process have run in kernel mode

Process:%ProcessorTime

Percentage of CPU time that threads have
used during specified interval

OnDri\liIngorlTimo + % UserTime

Process:%UserTime

Percentage of time that the threads in the
process have run in user mode

Process: ElapsedTime

Total lifetime of process in seconds

Process: ID Process

PID — process IDs are re-used

Process: ThreadCount

Number of threads in a process
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Thread-Related Performance

aunters

Eunction

Object: Counter

Process: Priority Base

Base priority of process: starting priority for
thread within process

Thread:%PrivilegedTime

Percentage of time that the thread was run in
kernelmode

Thread:%ProcessorTime

Percentage of CPU time that the threads has
used during specified interval

%PrivilegedTime + %llserTime

Thread:%UserTime

Percentage of time that the thread has run in
user maode

Thread: ElapsedTime

Total lifetime of process in seconds

Thread: ID Process

PID — praocess IDs are re-used

Thread: ID Thread

Thread ID — re-used
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Thread-Related Performance
Counters (contd.)

Object: Counter Function

Thread: Priority Base Base priority of thread: may differ from the
thread's starting priority

Thread: Priority Current The thread's current dynamic priority

Thread: Start Address The thread's starting virtual address (the
same for most threads)
Thread: Thread State Value from O through 7 — current state of
thread
Thread: Thread Wait Value from 0 through 19 — reason why the
Reason thread is in wait state
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Tools for Obtaining Process & Thread Information

Many overlapping tools (most show one item the others do not)
Built-in tools in Windows 2000/XP:

. Task Manager, Performance Tool

. Tasklist (new in XP)
Support Tools

. pviewer - process and thread details (GUI)

. pmon - process list (character cell)

1 tlist - shows process tree and thread details (character cell)
Resource Kit tools:

. apimon - system call and page fault monitoring (GUI)

i oh — display open handles (character cell)

™ pviewer - processes and threads and security details (GUI)

1 ptree — display process tree and kill remote processes (GUI)

 pulist - lists processes and usernames (character cell)

1 pstat - process/threads and driver addresses (character cell)

m  gslice - can show process-relative thread activity (GUI)
|

Process Explorer — super Task Manager — shows open files, loaded DLLs, security info, etc.
Pslist — list processes on local or remote systems

Ntpmon - shows process/thread create/deletes (and context
switches on MP systems only)

i Listdlls - displays full path of EXE & DLLs loaded in each process
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Task Manager: Processes Vs

Applications Tabs

2 Processes tab: List of
processes

E Windows Task Manager

@ Applications tab: List of top
level visible windows

= Windows Task Manager |'___|fg|}€_|

File Options WView Help - . - -
- File Dpticns  iew Windows Help
| Processes !PE Appizasaml | Frocmmmms | Pwtformencs | Mebworang
Tk Sk
Image Mame PID | CPU CPU Tin A e 1t Poser et - [Oen s nok | Runing
as e iy ,,“l-o.-.vL-J.:-l- [Mrerdissreoteg Prasees LM Buaveng
CPUSTRES EXE eberberl - prerarc Prarmt - rabacoey ir ey 1. Funrng
taskmgr.exe 2040 03 0:00:( R Clarcler . Merareit O ack: [ S—
Acrobat.exe 3608 01 0:00: B oo Frongi Eunvwg
POWERPNT EXE 3688 00 0:05: BBt -Maat it ok
notepad.exe 3676 00 0:00:0 )j e Aok
calc.exe 0 00 0:004 S0t g
cmd.exe 3336 00 0:00: o
OUTLOOK.EXE 3008 it} 0:04:! V.l
plarner.exe 2992 00 0:01: “Runnina” means
IEXPLORE.EXE L. 9 )
hh.exe 4 Right-click on a waiting for window
MNetint.exe 2 B
TRIFS.exe ywindow and select messages
pinger .exe 1
alegling J“Go to process” = 42 Ol Usoge: % Gommk Chorge: 137HJ L3
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What Are Task Manager’s “Applications”?

2 A meaningless term at the OS level

2 Not a list of processes R e T e L
? Not a list of “tasks” (another = ——
meaningless term) .ﬁ'.‘;‘,:.':;;’;‘“f_i?’?“"" Aery
B ro B e o
@ It's alist of top level visible windows in L b
your session that meet certain criteria e L m AT ETL ey
W 1143 - W £ 3 B0 Aumrig
s tnmsteg - bt 0 & Cel Auwrag
2 What does the status column mean? -t e
# Running: i SR i
wiok Cudiok i Mgl
& Windows don’t run—threads do S AR s
# Running displayed only when 3
owning thread is waiting for a o
window message (e.g. Not running!)  [rocese: »  cmumge o oo ooz

2 Windows Task Managoer

? Not Responding: not waiting for window

messages

2 To map a window to a process, right-
click on a window and select “Go to

process”
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Process Explorer (Sysinternals)

& “Super Task Manager”

@ Shows full image path, command line, environment variables,

parent process, security access token, open handles, loaded DLLs
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Lab: The Process List

Run Process Explorer & maximize window
Run Task Manager — click on Processes tab
Arrange windows so you can see both

Notice process tree vs flat list in Task Manager
® [f parent has exited, process is left justified

5. Sort on first column (“Process”) and note tree view
disappears

6. Click on View->Show Process Tree (or CTRL+T) to
bring it back

7. Notice description and company name columns
Hover mouse over image to see full path of image
9. Right click on a process and choose “Google”

N

©
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Lab: Refresh Highlighting E

Change update speed to paused by pressing space bar
Run Notepad

In ProcExp, hit F5 and notice new process

Exit Notepad

In ProcExp, hit F5 and notice Notepad in red

S T o A o

Uses
@ Understanding process startup sequences

@ Detecting appearance of processes coming and going
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Process Performance %

* Click on Performance Tab of process properties
® Note: all these numbers can be configured as columns
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Thread Detalls %

CPUSTRES EXE Properties

@ Process Explorer | Pl | s | et Eres
“Threads” tab shows i GRS Address
.
which thread(s) are RV
running

& Start address represents
where the thread began

Fiart T 2P 1012000 Bece Presp 10
running (not where it is s e “‘"T‘““:* s
now) oot 338 T
@ Click Module to get details =
on module containing
thread start address
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Thread Start Functions

& Process Explorer can map the addresses within a module to
the names of functions

2 This can help identify which component within a process is
responsible for CPU usage

& Requires access to:
2 Symbol file for that module
2 Proper version of Dbghelp.dll
& By default, Process Explorer looks for:

2 Dbghelp.dll: in the default Windows Debugging Tools install
directory

2 Symbols: NT_SYMBOL_PATH environment variable

2 Can also specify with Options->Configure Symbols
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Call Stacks

& Process Explorer can also show
the thread call stack

Function 1
@ Represents sequence of

functions called R
4

& |Important if start address ¢
doesn’t indicate what the thread Function 2
is doing R
@ E.g.if it's a generic library start
routine )
Function 3
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CPUSTHES.EXE Properties il
Call Stacks S —— =
TiD CPU Caam Ak

bt | Em: waw-sluwill
& Click Stack to view call stack

@ Lists functions in reverse

chronological order
S T e ENEPE TR0 e Piouy E

& Note that start address on rwro Dot Pk 6

sl T D o,

Threads tab is different than | =7 i
first function shown in stack

2 This is because all user threads
start in a Windows library Stack for theend 724
function which calls the el - 090304

e 1] B s i | g oo + [
programmed start address e |32, S e E e |

o |32, SRR ag + Oadh
cpustnes sl pia
oo |12 i e TheendSonm=0u 17

= R ]

=
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Example: Viewing Stacks =

& Problem: Powerpoint was hanging for 1 minute on
startup

& Thread stack shows waiting on a printer driver

Stack for thread 3532 X

nitdl. dil+ 08090304 ~
ntdlL diliZ2wR equestv aitR eplyPort+0xc
RPCRT4.dIILRPC_CCALL::SendReceive+0x22a
RPCRT4.dll_RpcSendReceive+0x20
RFPCRT4.dIINdrSendR eceive+0x28
AN SN = =]l = P11 VP P12 ™ e ¥

E  wingpool.drvlRpcOpenFrinter+0x14

T winzpool.drvl DpenPrinterRPC+0xa2

: X : 5

ER I N ]

3 mzo.dll0rdinal2326+0x28
10 POWERPMNT.EXE+0=bd7 04 bl
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Suspending Processes

O Process Explorer can suspend a process

® Why would you want to do this?

& You've started a long running job but want to pause it
to do something else
@ Lowering the priority still leaves it running...

& You've started a long download but want to have
your network bandwidth temporarily

& Some multi-service system process activity is due to
other processes calling upon their services

@ Suspend a process that is consuming CPU time to see
what that does to the system process in question
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Lab: Suspend =
© Start Notepad
© From a command prompt:
1. Suspend Notepad process with Process Explorer
2. Try to switch back to Notepad (should not respond)
3. Open Task Manager and look at Notepad'’s status in
the applications tab ©
4. Resume Notepad
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Jobs a
. ’ Processes
& Jobs are collections of processes

@ Can be used to specify limits on CPU, memory, and security

© Enables control over some unique process & thread settings
not available through any process or thread system call

@ E.g. length of thread time slice
& How do processes become part of a job?
2 Job object has to be created (CreateJobObject)

© Then processes are explicitly added (AssignProcessToJob)

@ Processes created by processes in a job automatically are part
of the job

@ Unless restricted, processes can “break away” from a job
2 Then quotas and limits are defined (SetinformationJobObject)
© Examples on next slide...
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Process Lifetime

® Created as an empty shell

® Address space created with only ntdll and the
main image unless created by POSIX fork()

@ Handle table created empty or populated via
duplication from parent

@ Process is partially destroyed on last thread exit

® Process totally destroyed on last dereference
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Thread Lifetime

O Created within a process with a CONTEXT
record

& Starts running in the kernel but has a trap frame to
return to user mode

® Threads run until they:
& The thread returns to the OS
& ExitThread is called by the thread
& TerminateThread is called on the thread

& ExitProcess is called on the process
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Why Do Processes Exit?

(or Terminate?)

2 Normal: Application decides to exit
(ExitProcess)

1 Usually due to a request from the Ul

™ or: C RTL does ExitProcess when
primary thread function (main,
WinMain, etc.) returns to caller

@ this forces TerminateThread on
the process’s remaining threads

@ or, any thread in the process can
do an explicit ExitProcess

End Progras) - Paiftlad - Hesapad x

I Tha apstam cannd srel bix proguarn bacaus i & il
1 ror 3 reeporeion wu

T saham bo Winde mnd chesch tha slshur of ha
e cick: Cancdd.

o

@ Orderly exit requested from the
desktop (ExitProcess)

1 e.g. “End Task” from Task Manager
“Tasks” tab

. Task Manager sends a WM_CLOSE
message to the window’s message
loop...

i __which should do an ExitProcess
(or equivalent) on itself

@ Forced termination
(TerminateProcess)

if no response to “End Task” in five
seconds, Task Manager presents
End Program dialog (which does a
TerminateProcess)

T Dhwes by avec] fhes iranesdaeky, voil pll ks e
=g unsmasd data To end He psacsamina e ok £ red f  or: “End Process” from Task
il Manager Processes tab

2 Unhandled exception

ErdHom | [T Cavaed ] . .
------ J | 1 Covered in Unit 4.3 (Process and
Thread Internals)
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Job Settings

©® Quotas and restrictions:

& Quotas: total CPU time, # active processes, per-
process CPU time, memory usage

& Run-time restrictions: priority of all the processes in
job; processors threads in job can run on

& Security restrictions: limits what processes can do

2 Not acquire administrative privileges
2 Not accessing windows outside the job, no reading/writing
the clipboard
& Scheduling class: number from 0-9 (5 is default) -
affects length of thread timeslice (or quantum)

@ E.g. can be used to achieve “class scheduling” (partition
CPU)
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Jobs

® Examples where Windows OS uses jobs:
& Add/Remove Programs (“ARP Job”)
& WMI provider

& RUNAS service (SecLogon) uses jobs to terminate
processes at log out

% SU from NT4 ResKit didn't do this

® Process Explorer highlights processes that are
members of jobs

& Color can be configured with Options->Configure
Highlighting

& For processes in a job, click on Job tab in process
properties to see details
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Lab: WMI Job

& Jobs are used by WMI

@ Example: run Psinfo (Sysinternals) and pause output

# Process Explorer - Sysinternals: www sysinternals.com EFE_IEE

pis Opters s Frocszs Pod  Hela

LSRR O BT Y]

wimliprvie exe Properties

Pmrsce PI0  CPU UrerName tragm | Pudforsance | Thesads | Secuty | 55 | Enveorrsnt
I Eysiean Mo Prooess B BT NT AUTHEORITYEYVETEM
= Syt L] HT AUTHORITASYETEM ok Mares
Slemeemm 1HIE HT ALTHORITASYS TEM R s LB sl AN b Enmwar re o)
Scrmimmn 1HG. HT AUTHORTASYETEM
Iél-luq...ux 180E HT AUTHORITAS YETEM Frocarsarn o
i PV, 13§ il NT AUTHORITYASYETEM
B wweiarn awia (RS L HT AUTHORITYEYETEN s Li 2
o R |1} T AUTHORITYMETWORS 5 | Weaprese. e 3912
v b mae I HT AUTHORITTE T TEM wemapross eae 2632
[ e bt mem 147K HT ALTHORITAS VS TEM
Bl mwchost mm 154 NT AUTHORITAME TWORE S8 o et
: v heroat uzm 1Mk HT AUTHORITALOLAL SEFA Limit Ve
T ik P Fartoag Mosenry Lt 130877 KH
= = Jol M W Limil 1. 08857 EH
Aciris Procassas iz
= ]
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Lab: RUNAS Job

1. Inacommand prompt:
RUNAS /USER:xxx CMD
(where xxx is some other local account)

2. In ProcExp, find newly created cmd.exe process
®  Who is the father?

3.  Run Notepad from new CMD window

4. Double click on newly highlighted process & click on Job tab

& Proceis Explores - Sysinternal; woww, syinterrals com ':'E 7
' emd, exe pr'ﬂ]!&l'[i&:

Frscens FE] P ey Fors - brugm | Pudorsancs | Tresads | Secusdy | E
™ T ATHERI AT e
B MT AFTHOR TS ETEW b L | ko]
it AT AUTHORI TRERTEM
NI B NT AUTHOPETAEYEREW Frsossast .k
[ETh M AFTHOR TREYRTEM
s HT ATHOR TP ETER Process L)
n14 R Tre-d o
208 KT T v el e 1340
N4 HT ALTHORETHE TRTIRL SESWACT stloped.aae 2020
LR AT AL THOR T AL S e
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Programming Slides

NOTE: The remaining slides are for use in a
class that covers the programming aspects of
the OS (vs a class aimed at system
administrators who are not doing
programming)
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Process Windows APIs

CreateProcess

OpenProcess

GetCurrentProcessld - returns a global ID
GetCurrentProcess - returns a handle
ExitProcess

TerminateProcess - no DLL notification
Get/SetProcessShutdownParameters
GetExitCodeProcess

GetProcessTimes

o o 90 0 0 0 0 0 0 0

GetStartupinfo
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Windows Thread APIs

CreateThread

CreateRemoteThread
GetCurrentThreadld - returns global ID
GetCurrentThread - returns handle
SuspendThread/ResumeThread
ExitThread

TerminateThread - no DLL notification
GetExitCodeThread

GetThreadTimes

Windows 2000 adds:

2 OpenThread
2 new thread pooling APIs

P o > 3 3 O 3 3 F 2
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Fibers

& Implemented completely in user mode

=]
=]
o]

o]

no “internals” ramifications
Fibers are still scheduled as threads
Fiber APIs allow different execution contexts within a thread

o stack
2 fiber-local storage

® some registers (essentially those saved and restored for a
procedure call)

® cooperatively “scheduled” within the thread
Analogous to threading libraries under many Unix systems
Analogous to co-routines in assembly language

Allow easy porting of apps that “did their own threads” under
other systems
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Process Creation

& No parent/child relation in Win32
& CreateProcess() — new process with primary thread

BOOL CreateProcess(
LPCSTR IpApplicationName,
LPSTR IpCommandLine,
LPSECURITY_ATTRIBUTES IpProcessAttributes,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
BOOL bInheritHandles,
DWORD dwCreationFlags,
LPVOID IpEnvironment,
LPCSTR IpCurrentDirectory,
LPSTARTUPINFO IpStartupinfo,
LPPROCESS INFORMATION IpProcessinformation)
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Parameters

2 fdwCreate:

® CREATE_SUSPENDED, DETACHED_PROCESS,
CREATE_NEW_CONSOLE, CREATE_NEW_PROCESS_GROUP

2 |pStartuplnfo:
® Main window appearance
@ Parent's info: GetStartupInfo
® hStdin, hStdOut, hStdErr fields for 1/O redirection

@ IpProcessinformation:

@ Ptrto handle & ID
of new proc/thread

typedefstruct _PROCESS_INFORMATION {
HANDLE hProcess;
HANDLE hThread;
DWORD dwProcessld;
DWORD dwThreadld;
} PROCESS_INFORMATION;
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UNIX & WIn32 comparison

2  Windows API has no equivalent to fork()
2 CreateProcess() similar to fork()/exec()
2  UNIX $PATH vs. IpCommandLine argument
® Win32 searches in dir of curr. Proc. Image; in curr. Dir.;
in Windows system dir. (GetSystemDirectory); in Windows dir.
(GetWindowsDirectory); in dir. Given in PATH

2  Windows API has no parent/child relations for processes

2 No UNIX process groups in Windows API
2 Limited form: group = processes to receive a console event
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Windows API Thread Creation

HANDLE CreateThread (
LPSECURITY_ATTRIBUTES Ipsa,
DWORD cbStack,

LPVOID IpvThreadParm,
DWORD fdwCreate,
LPDWORD IpIDThread)

LPTHREAD_START_ROUTINE IpStartAddr,

cbStack == 0: thread's
stack size defaults to

primary thread's size

@ |pstartAddr points to function declared as

DWORD WINAPI ThreadFunc(LPVOID

@ IpvThreadParmis 32-bit argument

@ LPIDThread points to DWORD that receives thread ID

non-NULL pointer !
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Exiting and Terminating a Process

& Shared resources must be freed before exiting

2 Mutexes, semaphores, events
2 Use structured exception handling

& But:

_finally, _except
handlers are not
executed on
ExitProcess;

& no SEH on
TerminateProcess

VOID ExitProcess(
UINT uExitCode);

BOOL TerminateProcess(
HANDLE hProcess,
UINT uExitCode);

BOOL GetExitCodeProcess(
HANDLE hProcess,
LPDWORD IpExitCode);
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Windows API| Thread Termination

VOID ExitThread( DWORD devExitCode )

2 When the last thread in a process terminates, the process itself
terminates
(TerminateThread() does not execute final SEH)

2 Thread continues to exist until last handle is closed
(CloseHandle())

BOOL GetExitCodeThread (
HANDILE hThread, |l PDWORD IpdwEXxitCode)

2 Returns exit code or STILL_ACTIVE
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Suspending and Resuming
Threads

& Each thread has suspend count
& Can only execute if suspend count ==
& Thread can be created in suspended state

DWORD ResumeThread (HANDLE hThread)

DWORD SuspendThread{HANDLE hThread)

& Both functions return suspend count or OXFFFFFFFF on
failure
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Synchronization & Remote Threads

& WaitForSingleObject() and WaitForMultipleObjects()
with thread handles as arguments perform thread
synchronization

2 Waits for thread to become signaled

@ ExitThread(), TerminateThread(), ExitProcess() set thread
objects to signaled state

& CreateRemoteThread() allows creation of thread in
another process

2 Not implemented in Windows 9x
& C library is not thread-safe; use libcmt.lib instead

2 #define _MT before any include

@ Use _beginthreadex/_endthreadex instead of
Create/ExitThread
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