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Windows 2000 ProfessionalWindows 2000 Professional
Standards Based SecurityStandards Based Security



More Secure Information AccessMore Secure Information Access

nn NTFS requires authentication to access fileNTFS requires authentication to access file
systemsystem

nn Encrypted File Systems protects sensitiveEncrypted File Systems protects sensitive
datadata

nn Native support for Kerberos authenticationNative support for Kerberos authentication

nn Public Key infrastructure to pass digitalPublic Key infrastructure to pass digital
certificatescertificates

nn IP Security to avoid access to sensitiveIP Security to avoid access to sensitive
data traveling across the wiredata traveling across the wire



NTFS Encryption (EFS)NTFS Encryption (EFS)

nn Integral part of NTFS v5Integral part of NTFS v5

nn Encryption using unique key per fileEncryption using unique key per file

nn Enterprise data recovery using publicEnterprise data recovery using public
key technologykey technology
nn Recovers individual file encryption key, notRecovers individual file encryption key, not

useruser’’s encryption keys encryption key

nn Transparent to users and applicationsTransparent to users and applications

nn Very fast operationVery fast operation



KerberosKerberos Authentication Authentication
nn Single accountSingle account

store in Activestore in Active
DirectoryDirectory

nn Integrated Integrated KerberosKerberos
v5 logonv5 logon

Key DistributionKey Distribution
Center (KDC)Center (KDC)

nn Protected store forProtected store for
public keypublic key
credentialscredentials

nn Industry standardIndustry standard
network securitynetwork security
protocolsprotocols

Kerberos,Kerberos,
SSL/TLS,SSL/TLS,
othersothers



Cross-platform StrategyCross-platform Strategy

nn CommonCommon Kerberos Kerberos domain domain

SSPISSPI

Kerberos SSPKerberos SSP

Application protocolApplication protocol

Windows Windows 
DesktopDesktop

Application protocolApplication protocol

GSS KerberosGSS Kerberos
mechanismmechanism

GSS-APIGSS-API

UnixUnix
ServerServer

Windows Windows 
KDCKDC GSS-Kerb5 TokenGSS-Kerb5 Token

formats (RFC 1964)formats (RFC 1964)

TICKETTICKET



Public Key ServicesPublic Key Services

nn Flexible, comprehensive, and efficientFlexible, comprehensive, and efficient
security infrastructuresecurity infrastructure
nn Enterprise, Intranet, and Internet appsEnterprise, Intranet, and Internet apps

nn Standards basedStandards based

nn Simplifies deployment of PK-basedSimplifies deployment of PK-based
functionalityfunctionality



IP SecurityIP Security

nn Host-to-hostHost-to-host
authentication andauthentication and
encryptionencryption
nn Network layerNetwork layer

nn IP security policyIP security policy
with domainwith domain
policypolicy
nn NegotiationNegotiation

policies, IP filterspolicies, IP filters

nn Policy AgentPolicy Agent
nn Downloads IPSECDownloads IPSEC

policypolicy

PAPA PAPA

Source: 157.55.00.00Source: 157.55.00.00
DestDest: 147.20.00.00: 147.20.00.00
Any protocolAny protocol



More Secure Resource AccessMore Secure Resource Access

nn Latest machine access support viaLatest machine access support via
Smart CardsSmart Cards

nn Secure Virtual Private NetworkingSecure Virtual Private Networking
(VPN) support to tunnel in to private(VPN) support to tunnel in to private
LAN over publicLAN over public

nn Easier management of security settingsEasier management of security settings
with Security Configuration Managerwith Security Configuration Manager



Smart CSmart Card for Windowsard for Windows

nn A logical extension to the WindowsA logical extension to the Windows
environmentenvironment

nn Low cost, 8-bit solutionLow cost, 8-bit solution

nn Common development toolsCommon development tools

nn Language neutral run-timeLanguage neutral run-time
environmentenvironment

nn Strong securityStrong security

nn Partitioned file systemPartitioned file system

nn Unicode character supportUnicode character support



Smart Card LogonSmart Card Logon

nn Private key andPrivate key and
certificate on cardcertificate on card

nn Public key domainPublic key domain
authenticationauthentication

PK KerberosPK Kerberos

ProfileProfile

CertsCerts KeysKeys

Internet ExplorerInternet Explorer
nn User profile forUser profile for

other keys andother keys and
certificatescertificates

Domain credentialsDomain credentials
nn Obtain KerberosObtain Kerberos

TGT and NTLMTGT and NTLM
credentialscredentials

TGTTGT




