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Agenda

e Windows Research Kernel
e (Online-) Dokumentation
e Entwicklungsumgebung

e Ausfuhrung & Debugging
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e Erhaltlich seit Sommer 2006 |

;  Windows Server 2003
' Enterprise Edition

Copyright @& 1885-2003 Micrasofl Corparafion

e Akademische Einrichtungen

i " E; hirdr
Yersion 5,2 {BLnI-:I 3500.WREPL. Z{daveprobert) : Service Pack 1)

CopywrIightIerT=s

e Kernelexperimente und
Dieses Produkk ist unter den Bedingungen des
—an alyse n Endbenutzerlizenzvertrags lizenziert Fir:

DCL
HPI

Werfligharer pheysikalischer Speicher: 392,645 KB

e ,,Compare and Contrast*“ — Dave Probert
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Windows Research Kernel
Umfang

e Etwa 27 MByte Quellcode

Datei Typ #H GrolRe in KByte
*.c 430 17,472
*.h 224 5,721
*.asm 61 1,143
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e Windows Server 2003 Enterprise Edition SP1
m Installation erforderlich

m Kompilieren und ersetzen: ntoskrnl.exe

m Multiprozessor HAL installieren

m Anpassen: boot.ini

m Booten!

m 2> Messungen, neue Kernelkonzepte, ...
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 WRK Doxygen-Dokumentation
m Ergadnzung zum Quelltext

m https://pao.dcl.hpi.uni-potsdam.de/ PG
S

| KiSetContextSwapBusy |

KiSwapContext
KiDeliverApc

. Cal I g rap h e n KeReadyThread KiUnlockDispatcherDatabase }—b| KiExitDispatcher

m Include-Beziehungen

| KilnsertDeferredReadyList

m Verlinkter Code

KxQueueReadyThread KiDeferredReadyT hread |

| KiProcessDeferredReadyList |

Interlocke dPushEntrySinglelList |

m Stellenweise unvolistandig

= Hiwi gesucht! ©
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e WRK v1.2 https://maniac.hpi.uni-potsdam.de/

m Enthalt alle notwendigen Compiler und Tools
e Virtual Machine http://www.vmware.com/de/products/server/

m Windows Server 2003 Image fur VMWare wird zur Verfigung
gestelit

e Debugging Tools http://www.microsoft.com/whdc/devtools/debugging/default. mspx

m Ermoglicht Kerneldebugging

m Alternativ: http://www.microsoft.com/technet/sysinternals/Miscellaneous/DebugView.mspx

0 =2 Anzeigen der Debug-Ausgaben, kein Live-Debugging
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e VisualStudio Solution-/Project-Dateien

- http://www.dcl.hpi.uni-potsdam.de/research/WRK/?p=12
e Dokumentation
m NT Designdocuments
m Doxygen-Dokumentation
m Windows Systemaufrufe: http://www.metasploit.com/users/opcode/syscalls.html
m Undocumented Windows 2000 Secrets: http://www.rawol.com/?topic=77
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Kompilieren des Kernels Institut

e Umgebungsvariablen set WRKPATH=x:\WindowsResearchKernel
definieren set ARCH=x86

set PATH=%WRKPATH%\tools\x86; $PATH%

e Kompilieren cd %WRKPATHS%\base\ntos\

nmake -nologo %ARCH%=

= Ergebnis %WRKPATH%\base\ntos\BUILD\EXE\
- wrkx86.exe

- wrkx86.pdb
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Ausfuhrung & Debugging

Hardware Abstraction Layer DLL

e Multiprozessor HAL

Windows\System32\hal.dll

- . Interner Name*

kopieren aus
WS03SP1HALS\x86

halacpi

- halacpim

halaacpi - halmacpi

halapic

- halmps

[Z] h323log. bxt
| %] haz3amsp. il
%] hal.dl

%] hecain, dil
@ hidwwiz. cpl
Ehelp.exe
2 HH.EXE

%] hha.di

| %] hihctrl, o

| %] hhsetup.di
%] i,
hidphone. tsp
| %] hidsery.dl
hirnern. sys
%] hlink, i

| %] hnetefg. di
%] hretmon. di
| %] hnetwiz,di
}hnmepage.inl‘
Ehnstname.exe
| %] hotplug.di

| %] hticons. di
bkl iec

| %] httpapi.di
%] b, il

Ij:r] hyypertrm.dil
iac2s_32.ax
| % iasacct.di
%) iasads,dl

| %] iashipr.di

| %] iasnap.di

AKFR  Tewkdslormank

Figenschaften von hal.dll

Allgemein  Wersion |DateiinFn|

Dateiversion:  5.1.2600.2180

Beschreibung:  Hardware Abstraction Laver DLL

Copyright:

Microsaft Corparation. &l rights reserved,
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AL 12 2ONE 2rEg

2 x

—ersionsinformationen

Elernentnarie: Werk:

Dateiversion
Firma

halaacpi.dll

Inkerner Mame
Criginaldateiname
Praduktnarne
Produkkversion
aprache

=

(0] abbrechen

HEermehmen

61 KB  Application Extension
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e Bootmenu erweitern: boot.ini

[boot loader]

timeout=30
default=multi (0)disk(0)rdisk (0)partition (1) \WINDOWS

[operating systems]
multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Windows 2003™"

/noexecute=optout /fastdetect

multi (0)disk(0) rdisk(0)partition(1l) \WINDOWS="WRK"
/kernel=wrkx86.exe /hal=halmacpi.dll
/debug /debugport=coml
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Microsoft @ Windows
Yersion 5.2 (Build 3790.srv03_spl _rtm. 0S0324-1447 : Service Pack 1)
Copyright © 1985-2005 Microsoft Corparation

Wahlen Sie das zu startende Betriebssuystem:

Hindows Server 2ZHA3 Enterprise

Windows Hesearch Hernel [Debugger aktiviertl

Uerwenden Sie Pfeil nach oben bzw. unten, um einen Eintrag zu markieren.
Driicken Sie anschlieBend die EINGABETASTE.

Microsaft & Windows
Wersion 5.2 (Build 3300.WREP1, 2{daveprobert) | Service Pack 1)
Copyright © 1985-2005 Microsoft Corparation

e Informationen uber Windows: winver
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®m \\.\pipeldebugPipe

VMWare

Ausfuhrung & Debugging
Virtual Machine Konfiguration

¥irtual Machine Settings

Hardware | Optians|

Device

Mernory

&= Hard Disk (SCSI0:0)
&5 co-rom (1DE 1:0)
& Fioppy
BB Ethernet

ﬁ Processors

@ Serial

Summary
354 MB

Auto detect
Using drive &
MNAT

1

Using pipe i}.\pipe...

|[ Bemove ]

Device status
Connected
Connect at power ok

Connection

() Use physical seral port:

) Use autput file:

() Use named pipe:
W4 \pipetdebugPipe

Browsze. ..

| Thiz end is the server.

]

| The other end iz a virtual machine. M

1/0 mode
[]'wield CPU an poll

Allow the guest operating system to use this senal
port in polled mode (a5 oppozed to interrupt mode).

[ ok

” Cancel ” Help

|

e COM1 Port - auf Named Pipe abbilden

VirtualPC

Settings for XP Pro SP2

Sekting
File Marne
 Mernory
g Hard Disk 1
e Hard Disk 2
e Hard Disk 3
o Undo Disks
{43 COJDVD Drive
|l Floppy Disk
3 .
¥ comz
5
=L Metworking
@; Sound
'J_J Mause
Shared Folders
g Display

(] Close

Current Yalue
%P Pro SP2
512 MB
%P Pro SP2 Hard Disk.vhd
Mone
Mone
Enablzd
Secondary contraller
Auko detected
Maried pipe: |

Mone

Mone

Metwork, adapters: 1
Enabled

Mo pointer integration
Mot inskalled

Default

Show message
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() Mone

() Physical serial port:

(*) Named pipe:
| 1. \pipeidebugPipe |
() Text file:

‘ou can select a serial port on the physical computer, a
named pipe, or a kext file bo connect to the COML port
on the virkual machine, IF the COML port is used for a
miodenn, select the Whait For moden command to open
port check box,

[ Ok ] [ Caniel
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e Verbindung herstellen & Debug-Symbole laden

set wrksymbols=%WRKPATH%\base\ntos\BUILD\EXE\
set dbgpipe=\\.\pipe\debugPipe
set dbgargs=-k com:pipe,port=%dbgpipe%,resets=0,

reconnect -y %$wrksymbols$%

"«<pfad>\windbg.exe" %dbgargs%
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Ausfuhrung & Debugging
Kernel-Debug Session (1)

5:_[ Kernel ‘com:pipe,port= pipe' debugPipe,resets=0,reconnect’ - WinDbg:6.6.0003.5 - |El|ﬂ
15 File Edit %iew Debug ‘Window Help

& R RS e " DREEEREE O AR

Command £ x|

Microsoft (E) Windows Debugger Version 6.6.0003.5
Copyright {(c) Microsoft Corporation. All rights reserved.

Cpened ~ . ~pipe~debugPipe

Waiting to reconnect. ..

Connected to Windows Server 2003 3800 =86 compatible targest,
Eernel Debugger connection established.

Symbol =search path i=: C:~MichaelSchoebel code svn~WHE-basze ntos~BUILD-EXE™; SEV*c ~HySymbols~*http: - »m=dl microsoft . com-download-synbols
Executable search path is:

Windows Server 2003 Eernel Version 3800 MP {1 procs) Free =86 compatible
Built by: 3800 WEEKEF1.:2{dawveprobert)

Kernel base = 0x80800000 PsloadedHModulelLi=st = 0xB08a13598
Sy=tem Uptime: not awailable

ptred FALSE

I IDehuggee not connected

[tno, cal0 [5ys 0:<Mone [Procooo:o [ Thed om0 [250 [ove [Caps [wom
Betriebssystemarchitektur | Ubung 1 - Windows Research Kernel
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Ausfuhrung & Debugging
Kernel-Debug Session (1)

’i:_l Kernel ‘com:pipe,pot pipe',debugPipe,resets=0,reconnect’ - WinDbg:6.6.0003.5 - |EI|£|
16 File Edit Wew Debug “Window Help

iR EARHD B E N EDEREEEE O 0 A2

CiMichaelschoebel code_svn' WMK' base'\ntos' ps' psq ) = @l =]
PEPROCESS Process: 2| rypecast |Locations |
TLONG LastThread.
KPEQCESSCOR_HODE PreviousMode: Hame I ¥alue
HTSTATUS =t ) A ThreadHandle 0=x000001d44
EEEEEE_EéEéCT%ﬂEgRgAT%ON ?E}SlDInij ThreadInforma... ThreadBasicInformation (0)
_ & velzerTine; :
PYOID Win3?StartaddressValue: H ThreadInformation 0x0086£954
ULDNG DisableBoost; flihreseiinfior v HPr (=1
ULOHG IoPending ; H Eeturnlength 0=z00000000
g%gggEEEegkOnTer¥inatéDnEnabled; H Ba=zicInfo struct _THREAD BASIC THWFORMATION
urrentThread; : Ve
: ' FreviousHode a8 '
ULONG Threadlerminated. B SysUserTine struct _KERNEL_USER_TIMES
S Get previous processor mods and probe output argument 1f nec
S
PAGED_CODE( ) :
Current Thread etCurrentThread ():
PreviousHode = KeGetPreviousModeByThread (&CurrentThread-—:>Tch) .
if (PreviousHode |= Eernellode) {
try 5/ 4| |
47 Since these functions don't change any state thats @ s
< 1in the error paths we only probe the ocutput bufier i ﬂ
s Thiz improwves performance by not touching the buffes * )
< And only writing the portions of the buffer that che - 7 . . .
o ou are seeing thi= messzage because you pressed either
* CTRI+C {af ¥ou run kd.exg) or,
FrobeForEead (ThreadInformation, : CTRL+BREAK (if e WinDBEG) .
ThreadInformationlength, on your debugger machine's kevbosrd.
sizeot (DLONGY) —*
* THIS IS HOT A BUG OR A4 SYSTEM CRASH
. *
if (giggggglﬁi?_%ggigg R?E;{Eii%g;hgﬂ){ # If wou did not intend to break into the debugger. press the "g" ]
1 el el : * pres=s the "Enter" key now. This ne==sage might immnediately reapp:
| emcept (EZCEPTION_EXECUTE_HAWDLER) { ¥ doss. press 'g’ and "Enter® again.

return GetExceptionCode ()

1 ¥ nt IRt lpBreaklithStatusInstruction:
8086215z co int 3
s kd: g
e Brealkpoint 1 hit
;; EheckiS Suncn i e nt IHtQueryInformationThread+0=f .
Aa092=18f s48b15z24010000 nov ed=, f=: [00000124]
=witch {(ThreadlnformationClass) { =
case ThreadBasicInformaticn: hd | | LI—
1 | M |

| [Ln 3161, Col 1 [Sys DikdSreiS [Proc 000:0 [Thed 000:0 [25m [ove [Caps [rom
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Ausblick

e Quellcode Analyse

- Usermode 2 Kernelmode Ubergang

e Kernel Instrumentierung

e Erweiterung vorhandener Systemaufrufe

e Implementierung neuer Systemaufrufe

Betriebssystemarchitektur | Ubung 1 - Windows Research Kernel

Hasso
Plattner
Institut



